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What are EDC Advanced Scanners

1. Automatic lineage extraction from code - both static and dynamic code

Competitors stumble at just scanning static code. EDC Advanced Scanners support scanning both static and dynamic code to provide automated
data lineage for use cases such as regulatory compliance, impact analysis and root cause analysis. Examples of dynamic code are parameterized
stored procedures and dynamic SQL generated at runtime.

2. Automatic lineage extraction from code embedded in ETL Processes

Many customers have a large amount of SQL embedded in their ETL code. EDC Advanced Scanners support automatically extracting lineage from
embedded SQL — not just from Informatica PowerCenter, but also from a wide range of multi-vendor ETL tools.

EDC Advanced Scanners can extract metadata from complex and legacy data sources like SAS, SAP BW and Cobol/JCL among
others. These sources have remained metadata silos due to the complexity of extracting metadata from their respective repositories. By providing
metadata connectivity for these sources, EDC Advanced Scanners fills a big void in the market.
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Why Advanced Scanners



Broadest and Most Complete Metadata Connectivity

Informatica

PowerCenter | DQ EDC Advanced Scanners
File Formats MDM | BDM | DIH Business Intelligence

BG | ILM | Axon |
Informatica Cloud

CSV | Delimited | XML | JSON |
Avro | Parquet | MS Excel |

Tableau | IBM Cognos |
QlikView | MSFT Power BI

Oracle

SQL Server
DB2
Teradata
Netezza
Databases Sybase ASE

Adobe PDF | Flat File | MS
PowerPoint | MS Word

SAP BusinessObjects |
MicroStrategy | OBIEE

Big Data

Enterprise

HIVE (Cloudera, Hortonworks, Data
MapR, IBM Biginsights, EMR, HDI)
HDFS | MapRFS | Catalog
Cloudera Navigator | Atlas

Oracle | DB2 | DB2 for z/0S
SQL Server | Sybase | Teradata

+ |IBM Datastage
Netezza | JDBC | SAP HANA

*  Microsoft SSIS

Cloud Platforms l Other

AWS S3 | AWS Redshift | AWS Applications
Glue | Azure SQL DB | Azure SQL ’

Erwin Models | Power Designer |

Custom Scanner Framework

DW | Azure ADLS | Azure Blob |
ADLS Gen 2 | Google BigQuery |
Google Cloud Storage | Snowflake

SAS

Microsoft SSAS
Microsoft SSRS
SAP BW

SAP BW4HANA

SAP R/3 | Salesforce

Oracle | Workday




e Advanced Scanner is a Java based application

* Advanced Scanner has its own Ul to configure
the scanners

OYEI"B” * Can be installed
ArCh |tECtu re * On Linux (can be in the same machine as EDC or not)
* On Windows (can be on the same machine as the
EDC agent)

* Load metadata in EDC through custom scanner
framework automatically

* Can be online (direct connection to EDC) / offline
(need manual steps to load the metadata)
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Advanced Scanner Key Components

DB/EDW

Standard resource

Advanced Scanner

Common
processing

File System

Reader

Core
Infrastructure

DB/EDW Web Ul & REST API Notifications Visualizations

Custom resource

Internal Repository

Oracle/DB2/MS SQL Server
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Advanced Scanners
Installation and Configuration



OS: Linux or windows 2 CPU CORE minimum

High Level
Installation
Requirement
S

5GB of disk space

Repository

e Oracle DB 11g, 12c, 18c
e [BM DB2 10.6
e MS SQL Server
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Advanced Scanners Scan
Capabilities



PowerCenter with Stored
Procedures



PowerCenter Base Support

PowerCenter Scanner scans mappings, mapplets and workflows

e |nput files
e Calculations
e Transformation Details including column level lineage

sy SUpports Stored Procedure lineage executed via PowerCenter

e Connects to database metadata tables to get the stored procedure lineage
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SAS




SAS base support

SAS Scanner brings metadata from SAS programs for

e SAS data sets
e Calculations
e Transformation Details including column level lineage

Supports reading from SAS files directly

e No direct connect to SAS server.
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SSAS/SSRS



SSAS/SSRS Scanners

Provide end to end lineage from analytical sources to reports

Extract Cube definition from SSAS

e SSAS Projects

e Data Sources, Cubes, Measure Groups, Hierarchies, Dimensions,
Calculations, KPlIs, Perspectives

Extract Reports definition from SSRS

e SSRS Projects,
e DataSets, Reports including lineage at field level

16 © Informatica. Proprietary and Confidential.




DATASTAGE



DataStage Scan Requirements

Provide access to IBM DataStage jobs in the scope Export IBM DataStage jobs using IBM IS tool. Provide access to all the databases referenced by the
including all dependencies (i.e. parameter sets and IBM DataStage jobs in the scope.
containers) in form of exported .isx files on the
Advanced Scanner server.
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DataStage Transformation Details

E— Add Business Title
TW_SSC_ANF_COMPSZ_GRP_ECONMC_02_GG_MULTI
> w# dataStage_SSC_LINEAGE_DataStageScanner.. > & PROJDEF_TERA_DBNAME_SSC10W.PROJDE.. > & PROJDEF

Overview Contains Lineage and Impact Relationships Reviews Questions

Lineage : ' A ! Impact: Lolololl ol L1l 4
Hide Show All Hide Show All

—— > Direct Link Indirect Link

. dataStage_SSC_LINEAGE_DataStageScanner_PROJDEF_TERA_|

Y dataStage_SSC_LINE..

FFR VR_AG_DB_RACCORD..

FF vA_AG_DB_COLLEGA. (:)@ TW_SSC_ANF_CO.. M@ TW_SSC_ANF_CO..
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DataStage Join Details

_MULTI_JPL

'I BB ReadTd_TW_SSC_AN..

: Y E‘E Ink_read_colleg2_IN " _\‘l
|

— 1 \
}_\\jf_q Eg Ink_read_collegl_IN EE Left] E‘. _§|\\ EE left2_coll E‘. 4" ‘

[Lnk_Read_Tab_IN.COD_NDG_GRUPPO =
Ink_read_colleg1_IN.COD_NDG_GRUPPO AND

Lnk_Read_Tab_IN.COD_AZIENDA = Ink_read_colleg1_IN.COD_AZIENDA
AND Lnk_Read_Tab_IN.COD_NDG = Ink_read_colleg1_IN.COD_NDG]

Ef e

Properties
RESOURCE NAME : dataStage_SSC_LINEAGE
RESOURCE TYPE: IBM InfoSphere DataStage
LAST MODIFIED : 2020-03-11713:03:42.303Z
KEY : COD_NDG_GRUPPO,COD_AZIENDA,COD_NDG

JOINTYPE : Left Outer
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DataStage Attribute Level Details

Add Business Title
TW_SSC_ANF_COMPSZ_GRP_ECONMC_02_GG_MULTI
> W4 dataStage_SSC_LINEAGE_DataStageScanner.. » & PROJDEF_TERA_DBNAME_SSC10W.PROJDE.. > & PROJDEF_TERA_DBNAME_SSC10W

Overview Contains Lineage and Impact Relationships Reviews Questions

TW_SSC_ANF_COMPSZ_GRP_ECONMC_02_GG_MULTI > dataStage_SSC_LINEAGE E G

———— Direct Link Indirect Link

v TeroETe ¥ B WriteTd_TW_SSC_ANF_CO..
Y dataStage_SSC_LINEAGE._..

E=g v eft2_c v = AllRecor v = KA -
B8 Lo Ef lef2_col #¥ Lk AllRecord_OUT.... 88 Lnk_AllRecord_OUT_.. v [ Tw_55C_ANF_COM..
\ k_colleg v k_AllRecor NDG_1 > NDG_1
58 Lnk_colleg 58 Lnk_AllRecord w8 COD_NDG_10 i cop_NDG_10 ) coonoc.10
> COD_NDG_1 » COD_NDG_1 > COD_NDG_1 » COD_NDG_1 —
3 CoD.NoG. 3 con.Noe. 3 CODNDG. 3 CODNoG. — B cop_np6_1
» 8 coo_npG ——F » i cop_nDGO ——F—  » i cop_npGLo ——F— » i cop_nDGLO —_—

» B cop_npG_o
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Advanced Scanners Advanced
Capabilities



Static visualizations

Decompose the SQL statements as individual transformations
Made Available as a HTML link from EDC
Mapping report

A d V a n C e d g}rf;lprllgsdueb.gr;%lﬁDWADMlN.PKG_EMO_ODS_LOAD.emo_mkt_posn_bltrl_ref_load
Visualizations ==

LocalTablelnst...
SimpleSubgraph

whenThenUpdate Update for tgt _
Filter Transformer
INNER Replicate for Merge valueList _
RegularJoinTransformer Replicate Transformer
[EMO_MKT_POSN_BL'I'...

Tablelnput whenClauses
Filter
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Advanced Logging capabilities

Bs OracleSP > ¥ ora_ptnt_db

Processing 39902 & ez 200

Tree view of the extracted
object

Logs Log analysis Output Snapshot Generated objects

Q INFO v  Logcode v 2 = & Download

1 ~ A Processing 39902
16:38:31.551

0
O WARN  Unable to process iteration: 101 since maximum number of iteration is set to: 100 + A psvixmdifapp1
16:38:31.555 C INFO Analysing lineage for Graph: psvixmdlfapp1.orcl. TEST_DB_SCRIPT.*__orcl. TEST_DB_SCRIPT.RUN_ETL(
16:38:31.555 C INFO  Lineage analysis finished. v A orl
Fi |te r by I Og I eve | 16:38:31.561 C INFO Executable hierarchy entity not found for executable /psvixmdifapp1/orcl/TEST_DB_SCRIPT/RUN_ETL/ ~ A TEST_DB_SCRIPT
16:38:35.777 C INFO No image to copy for HTML. > PKG_ETL
16:38:35.785 C INFO Writing HTML to /opt/outputFiles/html/psvixmdifapp1.orcl TEST_DB_SCRIPT. ___orcl. TEST_DB_SCRIP1
16:38:35.787 C INFO Finished writing /opt/outputFiles/htm|/psvixmdIfapp1.orc. TEST_DB_SCRIPT.____orcl. TEST_DB_SCRIPT v A RUNETL
» A RUN_ETL()

IS Oracle SP > % db_exp_GAA

Easy navigation to log message Processing 15909 & s e 40 mi russs 20i0 <00 # Editconfiguration @ Delete
related to a particular object

Logs Log analysis Output Snapshot Generated objects
WARN v
| . ~ Unknown text See logs 2 50.00%
Log Analysis

~ Host: ASW201601 2 50.00% 100.00%
* Breakdown analysis of issue types per = Datsbasc: Fox 2 5000%  10000%
source container (database, schema, etc.) v Schema: GAAADMIN Z 50.00%  100.00%
~ Function: FMTWRP_APPLICATION_RUNTIME.fn_truncate 1 25.00% 50.00%
Variable: in_vschema_name 1 25.00% 100.00%
~ Function: FMTWRP_APPLICATION_RUNTIME.fn_fmtwrp_sp_invoke 1 25.00% 50.00%
Variable: in_vproc_name 1 25.00%  100.00%

Other 2 50.00%
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Security

Supports both build-in and Permission can be granted
LDAP users for to the individual accounts
authenication or groups

System-level privileges

(“Global roles”)

e Admin

® Permission to create,
edit and delete
projects

¢ Allows for projects
roles assignment

® Permission to upload, Assigned Effective
edit and delelte files in
the allowed server

location Admin .
. e
¢ Repository Viewer _
« Allows viewing Repository Viewer .

Advanced Scanner
repository content

¢ Allows accessing built-
in HTTP server
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Security

* Project-level privileges (“Project
roles”)

Viewer — reads only access

Operator — executes
configurations and defines
email notifications

Developer — manages and
executes configurations 05! Dermo

Owner — full permission SAS Dermo
including project level details

Mainframe Demo

Setto all Setto all

—.

Setto all

Setto all

i
o
i



Advanced Scanners Updates



Core Update

Security and usability improvements

* Lots of library updates:
- Java version updated to 8.0.322

- Multiple updates related with detected CVEs and others (Spring, Tomcat, DataDirect drivers, Angular
and other smaller)

+ H2 database version updated to 2.1.x line (changed jdbcUrl syntax, behavior and parameters)

+ Please remember to use Microsoft driver for internal repository always! (shipped with package, supports domain
login also from linux through NTML)

+ Additional optimization of log handling for big executions
- Prevents "HikariCP-LogRepository - Connection is not available" error

» Security: limit uploaded file types
- By extension, property scanners.web.security.restrictedFileExtensions, default .exe,.jsp,.js

« Security: automatic encrypting of sensitive global variables, project variables, system
properties and environment properties

- Additional patterns may be configured: scanners.security.additional-keys-to-sanitize
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Core Update

Security and usability improvements

» Generated Objects are now decorated with execution status (warns/errors)

« Handling of column names ending with a space with Sql Server as internal repository
- "some column " becomes "some columnl!"

» Trimming invisible chars from project and blueprint name (were visible only when exported)

« Verification for duplication of core jar(s) file

- Customers often update installation by copying new files onto old ones instead of replacing them
entirely

- Currently will work only in some situations (updated version loaded first), but with time all versions
will have that check inside
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Core Update

Upcoming changes (10.5.2)

* Product rename from Advanced Scanners to MetaDex
 Execution rename from Processing to Job

* Increase default server memory limit from 2GB to 4GB
- Thanks to that bigger graphs can be visualized out of the box

 Execution report available as Excel file
- Like HTML reports manual turning them on required

* Finished with warns and finished with errors will be converted to finished (so MetaDex
doesn't exited unexpected) with objects statistics (finished successfully/with warns/with
errors)
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CATALOGS Update

* Internal improvements

- Models development

« A very small but hopefully very helpful log message improvement

Jobs for resource SomeResource could not be completed. The following tasks did not
end successfully: SCAN JOB={Staging=FAILED}.

changed to:

Jobs for resource SomeResource could not be completed. The following tasks did not
end successfully: SCAN JOB={Staging=FAILED}. To resolve this error, see the job logs in
the Catalog Administrator tool.
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ETL: Salesforce

Salesforce OAuth 2.0 Username-Password Flow

OAuth 2.0 Refresh Token Flow
B Authentication mode (salesforceAuthMode Sy SO —

Choose authentication mode to re

B REST API base URI* (salesforceRestApiBaseUR

The hacolidT that i¢ uced 0 connect o caleefor
he DaSeURI that 15 used to connect to Salesfor

B REST AP user (salesforceRestApiUser

The user that 1s used to connect to Salesforce RES

B REST API password (salesforceRestApiPassword

The password of user that 1s used to connect to So

B REST API Security Token (salesforceRestAp

The Security token that is used to connect

B REST API Consumer Key* (salesforceRestApiConsumerKey

The Consumerxey of user thaot 15 used to

B REST API Consumer Secret* (salesforceRestApiConsumerSecret
The ConsumersSecret of user that 1s used to connect

B Salesforce Application Filters* (salesforceFilter

Salesforce Application filters that is used to opp

¥ REST API Refresh Token* (salesforceRefreshToken

The Refresh token generated in Salesforce using th
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ETL: Salesforce: EDC Resource

Add Business Title
Test_Salesforce_MDX-26224

o
M

Overview Lineage and Impact Relationships Change Summary

v Description

v Resource Contains

[J £55 ' =
818 14 4 1

Objects List Views Triggers Organization
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ETL: Salesforce: EDC List View Properties

o

o
'l ‘I Add Business Title
QL All Customers
W Test_Salestorce MDX-26224 INFA

e

Overview Contains Lineage and Impact Relationships

v Description P74 v People

2 0 Data Owner

Jata Steward
v Contains(5/6) Show Al © DataStewa

Name Business Title Asset Type

v System Attributes

Created Date List View Column
Customer 1D List View Column 00B5g00000VrVSn
Last Modified Date List View Column
Last Modified
- Lot Vi Bk Feb 21,2022, 05:28 PM

uery

ELECT TotalLifeTimeValue, Name, Id, CreatedDate, LastModifie

SELECT Totall feTimeVaiue, Name, id, CreatedDate, LastModifedDate,
SystemMoadstamp FROM Custorner ORDER BY Totall ife TimeValue ASC
NULLS FIRST, i ASC NULLS FIRST

System Modstamp

rce Name

Test_Salesforce_MDX-26224

Resource Type

Salesforce Advanced Scanner

everything
Asset Type

List View

© Informatica. Proprietary and Confidential.
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ETL: ODI Exporter

0Odi Reader Module

# Method for providing input files (odilnputMode Exporter -

How 1nput files are provided to the reoader

B Input files (inputFiles)

The poths of files that should be available during

¥ Oracle_Home folder* (odiExporterOracleHome lopt/Oracle/Middleware/Oracle_Home

Path to Orocle_Home folder of 00I Studio installot

* (odiExporterRepositoryConnectionRegistryEntry

® ODI repository Connection registry entry

The 2 segment entry pointing to Connection registr

® ODI Studio user* (odiExporterOdiUser

The nome of the 0di Studio user

Q

® ODI Studio password* (odiExporterOdiPasswor

The user password to Odi Studio wnstallation

# WORK REPO name* (odiExporterWorkRepo

The nome of the WORK_REPO with user projects

® Export directory™ (odiExporterExportDir

The directory where the export file will be soved

® Exporter timeout in minutes* (odiExporterTimeoutinMinutes 10

timenut £ e Arte + =
The Tumeout for Odv Exporter to prep

© Informatica. Proprietary and Confidential.
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ETL: lICS

Informatica Reader

® 1ICS Cloud Url (iicsCloudur

IICS Clouwa url

B |ICS Cloud User (iicsUser

IICS Cloud user

¥ 1ICS Cloud Password (iicsPassword

IICS Cloud Password

" ICS Ftltgs List (licsFilers

Case sensitive include/exclude filter

aParamFilesMag

¥ Informatica file variables (informa

t of Informaticae files mopped t

From To

® Informatica connections (connections

t of Connections obtained from Informaticg Powe

Database Connection key

® Explicit parameters file (informaticaOverndeParamsFile

Adaitional Informatica poraometer file with overrid

nciudeSessioninstances

¥ Session instances to be included during processing

h matches full path to session inst

FL" WF-"SI" MP-"

Expression whic

B Session instances to be excluded during processing (excludeSessioninstance

Expression which matches full path to sessic

B Informatica MDREPO database (HOST.DATABASE SCHEMA) (informaticaDatabase

¥0st, db name and scheéma in MOREPO under which Inf
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BIMS Features * SSIS

- passing dynamic variable values between components

support for System:: parameters

support for SPackage:: parameters

support for SSIS variables used in SqlCommand of source component
support for direct extraction of packages from SSISDB

« ADF
- support for datasets of type SFTP
- support for stored procedures in Lookup activity

« Power Bl
* add Include Personal Workspace and Modified Since filter options
* support for character escaping in filter expression
* using GetGroupsAsAdmin API to filter out workspaces on the server side

« Security
+ disable XML entity resolving in ADF XML reader
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» Hardening multiple scanners:
La N g Feat ures - ADF: expressions + Databricks Evaluator
- Databricks + python
+ Improved output model in 2022.03
- Databases: Athena, Hive, Oracle , PostgreSQL family, Snowflake, SQL Server
- Mainframe
« JCL

improved parameters resolution

« COBOL
- PowerQuery
- QlikView
- SAS
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Thank You



Questions



