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Housekeeping Tips
-
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» Today’s Webinar is scheduled for 1 hour
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OX

> The session will include a webcast and then your questions will be answered live at the end of the presentation
» All dial-in participants will be muted to enable the speakers to present without interruption
» Questions can be submitted to “All Panelists" via the Q&A option and we will respond at the end of the presentation

» The webinar is being recorded and will be available to view on our INFASupport YouTube channel and Success Portal.
The link will be emailed as well.

Please take time to complete the post-webinar survey and provide your feedback and suggestions for upcoming topics.
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Feature Rich Success Portal
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Bootstrap trial and Enriched Customer
POC Customers Onboarding
experience
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Product Learning
Paths and Weekly
Expert Sessions

Informatica
Concierge with
Chatbot integrations
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Tailored training and
content
recommendations
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More Information
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Success Portal Communities & Documentation University
Support
https://success.informatica.com https://network.informatica.com https://docs.informatica.com https://www.informatica.com/in/servic

es-and-training/informatica-
university.html
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Safe Harbor

The information being provided today is for informational purposes only. The
development, release, and timing of any Informatica product or functionality

described today remain at the sole discretion of Informatica and should not be

relied upon in making a purchasing decision.

Statements made today are based on currently available information, which is
subject to change. Such statements should not be relied upon as a
representation, warranty or commitment to deliver specific products or

functionality in the future.
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Get Started With Data Privacy Management
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G |nf0rmatica WHY INFORMATICA ~ SOLUTIONS PRODUCTS

Home » Products » Intelligent Data Security ) Data Privacy Management
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with automated controls.

BROWSE RESOURCES

Overview
n Proliferation
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rmatica Data Privacy.
Management

B Cata S1om Types

RESOURCES

, analyze, and remediate data risk

Taxi: Risk Scare

CUSTOMERS

PARTNERS SUPPORT

John Dearth @

Subject Details
SRA_FULLNAME:

John Dearth

SR_MOBILENUMBER: SRR T

2
030-82-5087

Burr Ridge

Color: Protection Status.
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SA_EMAILADDRESS:
SR_DATE_OF_BIRTH:
SR_GENDER:

SR_MARITALSTATUS:

SA_STATE:

Fields / Files
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Top Data Stores
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Sensitive Data Proliferation

CCP_ACT
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Source [ Target
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First
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Users
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Informatica Data Privacy Framework

A continuous journey to scale privacy governance, reduce risk!

1. DEFINE 0

v’ Define and manage governance policies
v’ Determine how to process personal data
v’ Collaborate on privacy policies / rules

2. DISCOVER

v’ Locate, classify, personal/sensitive data
v Understand access, use, proliferation
v/ Gain visibility across all data platforms and types

3. MAP IDENTITIES

v Link persons to their data and consent

v Index identities for intelligence, consent
and data subject access rights

v’ Lay foundation to automate DSRs

4. ANALYZE RISK AND
PROTECTION PLANS

v' Analyze data continuously for risk prioritization
v’ Understand personal data risk and protection
v’ Simulate optimized remediation plans

5. PROTECT DATA &
RESPOND TO SUBJECT RIGHTS

v’ Automate orchestration of data protection

v’ Protect data, manage subject requests/consent
v Fulfill requests; centralize, manage consents

v/ Enable long-term archiving / minimization

6. MEASURE AUDIT READINESS

v Key risk indicators, visualizations, and reports
v/ Track policy violations, compliance progress and
communicate readiness to multiple stakeholders
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Subject Registry Key Terms

Datastore
Entity
Subjects
Sensitive Fields
Golden Datastore
Transactional Datastore
Scan & Link
Search/Index/Match
Purpose
Third Party
DSAR
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Data Privacy Process Flow with EDC, DPM Risk analysis and DSAR Report with subject registry

Secure At Source

Define Entity Prepare Datastore Monitor Subjects Scan jobs. Operat|c?nal|ze DSAR
generation process.

. . o Create & Execute ) .
OR Subject Type with specific SQLs for Validate subjects thru sample TV

" : ' Subject. (Discover &
datastores, sensitive Subjects with S DSAR reports. Schedule Automation if

fields and other details required fields Incremental Runs.
needed.

DPM Privacy (Subject Registry)
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> Curate & Enrich the
g B Scan Data system in scanned results for Review & Refine Risk N
~ o { DPM as a Datastore sensitive data in IEEE 2 Results, Get Rowcounts SasfOE R
7] Customer ’ ) . Analytics Done
= with Data Discovery Catalog by SME/ as applicable
S Stewards/DPO
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Scan Data svstem in Curate & Enrich the ' '
9 For EDC/DPM EDC as @ resoyurce with scanned metadata in lm_pfri':t‘_’ EP_M_ .
w Customer Catalog by SME/

Data Discovery

Stewards
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‘Day in the life of’ — Preparing a Data Subject Access Request (DSAR) Response

Ellen:
Compliance Manager
Automation
Trigger process API's triggered to
Validate Update orchestration to * Retrieve categories
subject and » & retneve data ——» + Legal purpose
Request Pt 00 G from Subject + 39 parties. etc
Registry( DPM) (IICS/AXON)
Compiles DPM P g:’"'"g
and Axon data xtes 4
to update the
Request DB response back
to customer
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DSAR Automation with DPM Rest APIs

2. Search
Subject
within Entity
& Retrieve ID

3. Submit 4. Monitor 5. Download
DSAR DSAR Job DSAR for the
Request Job Status Subject

1. API Login
for DPM
Token
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Privacy Dashboard

* A new dashboard with “privacy-oriented
metrics”

* Provides one quick view of status of
Privacy Operations

« Call to action for critical time-bound
Subject related tasks

« Switch to Security dashboard as required

» Set default view — “Privacy” vs “Security”
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24 Subject Types (22)
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by Subjects Subject Requests by Type
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Subject Data by Location: Unknown Subject Requests by Due Date




Key Privacy Indicators in Privacy Dashboard

Subjects Subject Requests 24 Subject Types (22) Data Stores
®

m Total Subjects With Subjects
B o Holos @D sered vith Third Party

Provides data on number of subjects in the system Number of Subject types in the system

Total Number of subjects with legal holds in the system Number of subjects per Subject type

This data updates whenever a subject scanruns

Trend line of subject requests in the system Number of data stores with subject data in the system -

Number of data stores where data is shared with third parties

Updates real-time as the requests are made
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Sample DSAR Reports

A Data Subject Access Request (DSAR) is the means by which individuals request that your enterprise discloses
what personal data it holds on them and how you use or intend to use it

WHY DSAR

Avoid Penalties and Simplify the Intake and Fulfillment of Data Rights Requests

CRLAQY
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] ] B ] Pasteode na Ema John ChristophEveoh com
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Lastzme: Christoph BII'“'IDES’ (210811978 RESidEHC:y'Z WA Hame Type Craited By Status Due Date Compléted Date Diownioad Options
Gender: 1 Addrass: 5572 Stadium Drve SRt Tt [ Comped 0 e
Ciw Sauth Boston Shate: MA ::'_; I‘M::Il::: i, ™ et Complsted YRR 10
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DEMO
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- Questions?




Thank You
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