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Housekeeping Tips

i1 - 8

Today's Webinar is scheduled for 1 hour

The session will include a webcast and then your questions will be answered live at the end of the presentation
All dial-in participants will be muted to enable the speakers to present without interruption
Questions can be submitted to “All Panelists” via the Q&A option and we will respond at the end of the presentation

The webinar is being recorded and will be available on our INFASupport YouTube channel and Success Portal - where
you can download the slide deck for the presentation. The link to the recording will be emailed as well.

Please take time to complete the post-webinar survey and provide your feedback and suggestions for upcoming topics.
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https://success.informatica.com/explore/tt-webinars.html

Feature Rich Success Portal

do W ©)

Bootstrap trialand Enriched Customer
POC Customers Onboarding
experience
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More Information

Success Portal Communities & Support Documentation University

https://success.informatica.com https://network.informatica.com https://docs.informatica.com https://www.informatica.com/in/ser
vices-and-training/informatica-
university.html
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Safe Harbor

The information being provided today is for informational
purposes only. The development, release, and timing of any
Informatica product or functionality described today remain
at the sole discretion of Informatica and should not be relied

upon in making a purchasing decision.

Statements made today are based on currently available
information, which is subject to change. Such statements
should not be relied upon as a representation, warranty

or commitment to deliver specific products or functionality

in the future.




IDMC Security
Architecture

Org Planning &
Architectural

Overview
Secure Agent 3 Agent Installation & Connections, Roles
Planning & Sizing Monitoring Services and Responsibilities

© Informatica. Proprietary and Confidential. Q Informatica



Introduction




Webinar's Acronyms

IDMC Intelligent Data Management Cloud
CDGC Cloud Data Governance and Catalog
MCC Metadata Command Center
CDQ Cloud Data Quality
CDP Cloud Data Profiling
CDMP Cloud Data Market Place
CDI Cloud Data Integration
IPU Informatica Processing Unit
POD Point of Delivery
PAM Product Availability Matrix
SA Secure Agent
VPC Virtual Private Cloud
ORG Organization
ADLS Azure Data Lake Store
AWS S3 Amazon Web Service Simple Storage Service
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Intelligent Data Management Cloud

Intelligent Data Management Cloud

| —
- ] ] . | ] ] ] é;;?\‘
O
i P R - NERDRERY = et
L LA e - |
O CUSTOMER & >
=55 D: DATA AP| & APP DATA MASTER DATA BUSINESS 360 DATA DATA O
ooo INTEGRATION INTEGRATION QUALITY MANAGEMENT GOVERNANCE MARKETPLACE
g -
& CATALOG O 8
O T T T T T T T Z
) @ z N
< CLARE c
I<_E Al-Powered Metadata Intelligence & Automation % (O\
= w 07
Connectivity @) o
Q CLOUD-NATIVE » MICROSERVICES-BASED ¢ API-DRIVEN ¢« ELASTIC * SERVERLESS <01>

m= Microsoft \aWS, & Google Cloud
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Intelligent Data Management Applications

ﬁ]‘ ggﬁ:lggveman{m and Metadata Command Center C':f: 50 Administrator
- Focused on end User * Focused on Admin Activities - Focused on Admin Activities for
consumption for CDGC IDMC
« All users Contributors, « All Admln activities and » Users and User Groups
Collaborators and Consumers will definition of Data
be on this App Classifications and adding of - Define Technical Connections
New Resources will happen
° Create/Update/DeIete/View all here  Define Agents/Runtime
activities managed from here Environments
* One Admin App for multiple
products

* Shipping case to be submitted for enabling these Services
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Intelligent Data Management Applications

<v> Data Quality “2 Data Marketplace

| ‘ | | Data Profiling

- Focuses on data profiling tasks * Focused on improving Data * Focused on Data shopping
Quality experience
* Helps to create and run a data . . . .
profiling task on a data source to * Helps to verify, standardize, * Helps to publish and find data
determine the quality of data and and improve the quality of collections for business use on the
understand the completeness, your business data. organization level.
go?formlty, and consistency of * It's an on- * Accelerates the business value of
ata. demand subscription service an organizatiqn and allows people
- It's an on-demand subscription that provides all the features to source business value from
that you need for building data data, enabling true data
* Create/Update/Delete/View all quality rules democratization.
profiling tasks / rules / rule . .
specifications are managed from - Create/Update/Delete/View * Create /Publish /Order Data
here all DQ rules are managed set collections are managed from
from here here

* Shipping case to be submitted for enabling these Services
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New Informatica Processing Unit (IPU)

Unit of software Can be interchangeably Customers purchase IPUs
licensing capacity used across different cloud on a pre-paid subscription
that can be used integration, quality, basis and use any service

across a range of governance and up to the pre-paid IPU
cloud services marketplace services subscription capacity
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Old vs New Packaging

Mass Mass Mass Mass
Mass Ingest Ingest API& Ingest Ingest API&
C Stream App g P B2B CIH

Sandboxes / Sub-orgs

Sandboxes / Sub-orgs (illustrative)

Connectors (TierA/B/C /D)
Secure Agents
Compute Units
Cloud | Cloud B2B

Data | Trans- Partner
Volume | action | Conn.s
1 ET
Ingest. Volume GB Row Processed
Stream
Integration Base
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IPU — Metering — Current Rate Card

Informatica Administrator v Informatica_CST_TEAM W

Organization | N‘lefering

Licenses

Current Rate Card Current Billing Period: February @, 2023 - March 8, 2023

SAML Setup

] Current IPU Usage
Metering }

Seftings

e 30 IPUs Entitled -| 225 IPUs Consumed -‘ 775 IPUs Remaining 724

User Groups Days Remaining at Current

Consumption Rate
User Roles

[§]

i)

]
T

Current IPU Usage by Service Total IPU Usage Histori

4

Runtime Environ...

B 48.96% Sub Organizations

31.43% Governance Recorc

Serverless Envir... 40

30 IPUs Entitled

SrTTEEa B 9.58% Catalog Records o

Add-On Connec... 5.93% Scanner Execution o _ . o °
B 3.87% Marketplace Recorc

Schedules 0
| 0 230/0 other Feb 9 Feb 10 Feb 11 Feb 12 Feb 13 Feb 14

: Data Services Re...
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IPU — Metering — Usage History

74 IPU Usage History | -

Current Rate Card: Informatica Default Current Billing Period: May 5, 2022 - May 28, 2022

Monthly IPU Usage Date Range: | Last 3 Billing Periods [+] ok

20
Current IPU Usage

; ..: IPUs Consumed o

s
2 ] . ] Monthly Average . I I . o I - —

o
Apr 3 May 4 May 28

I. Governance Records | Marketplace Records | | Catalog Records M Data Quality B Scanner Execution M Other services I

IPU Usage { 14 ) @ ==

Date Meter Usilization IPUs Consumed @

May 5, 2022 Govemnance Records 1.060 K 4823
May 5, 2022 Catalog Records 11300 K 0.449
Moy 5, 2022 Marketplace Records 94 2.043
May 5, 2022 Data Quality 0.872 0.331
Apra 2022 Scanner Execution 0.022 0.007
Apra 2022 Governance Records 723 17.647
Apra 2022 Catalog Records 11.300 K 2.841
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Org Planning & Architectural
Overview




POD Availability of Cloud Data Quality (as of Feb2023 %

@ Canada CAC1-1
USW1-2 3 Canada CAC1

USW1, USW3 USE2, USE4,

Ireland EMW1, UK UK1

&® Germany EMC1

USE6 @ Japan APNE1
USW1-1,UsSW3-1, €8
USW5
@ Singapore APSE2
Available for:

Secure agent runtime

Elastic & Australia APAUCT

Advanced Serverless (except profiling) APSET

Elastic Advanced Serverless

(except profiling) Keep in mind:

= Referto latest PAM for latest GA PODs by Service
= Although the INFA PODs are hosted on a Cloud provider, service

consumption can be Cloud, Hybrid or Multi-Cloud, leverage supported .
connectors Informatica
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POD Availability of Cloud Data Governance (as of Feb2023

Ireland EMW1, UK UK1

Canada CAC1
USW1, USWS3, USE2, USE4,
USWS5, USE6

Available for:

Australia APSE1

« Secure agent runtime

Elastic Keep in mind:

= Referto latest PAM for latest GA PODs by Service
= Although the INFA PODs are hosted on a Cloud provider, service consumption can

be Cloud, Hybrid or Multi-Cloud, leverage supported connectors .
= Cloud Data Marketplace is in the same POD as Cloud Data Governance Informatica
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Organizations & Setups - ST

Mew Sub—Drguni.Eﬂﬁon ‘ | Link Suh-c}rgun'lmﬁon Additional PFDCILICfI'DI'I"GI'gun'IZ{!ﬁun
N C } -

CDI/CDQ/CDGC/CDP/
CDMP - PROD

SUBORG

DEV SUBORG

TEST
(Only for CDI/CDQ)

Keep in mind:

= If the GA POD has all mentioned services above, its recommended to have same Org for better integrations across services.

= CDGC, CDMP services doesn’t have code promotions, hence one Prod Org is sufficient for Deployment, Sub-Orgs are optional.
= Any additional (sub)org will cost the you 6 IPUs

= For centralized governance insights you only need one org (openness)

= Content can not be shared from one org to another

= Recommended to have separate secure agents for CDI, CDGC and CDQ. (Additional sizing guidelines apply)
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Sandbox O rganizafion

Organizations & Setups -
New Sub-Organizafion | |  link Sub-Organization Addifional Production Organization

Existing IDMC Customers ' - y

PROD ORG/SUBORG
CDI/CDQ - PROD CDGC/CDQ/CDP/CDMP
- PROD
v v l
SUBORG SUBORG SUBORG
DEV TEST SANDBOX

NON-PROD ORG/SUBORG

Keep in mind:
= Recommended CDI Prod Org to be same as CDGC/CDQ/CDMP Org for
existing integration customers.
= SubOrg Dev Org is same as SubOrg Sandbox
© Informatica. Proprietary and Confidential. = SubOrg Test Org is only applicable to CDI/CDQ services ( Informatica
= CDGC SubOrg Provisioning requires additional approvals




Informatica Architecture

5, 0
e, .99 O

Informatica managed serverless services

Kubernetes

A
Spofl’(\z
Metadata O
v
(‘ Informatica
On-Premise Network N\e\ada,f‘a‘ ..... y

> O00©®
@000

Cloud Applications

Secure Agent

firewall

Notes:

= Only metadata and profile results are sent back
to Informatica Cloud

© Informatica. Proprietary and Confidential. = For metadata in IDMC, Administrator can restrict

to view Sensitive Data & Profile Statistics




Network Architecture

Customer ‘
VNET Public IDMC R
@9 Services 5
m o
0
' o
Cloud Apps Firewall =
EN®s= >
(8]
= Metadata Repositoy i
BODARZ e g
- = Multi-tenant <
Metadata ] |
1 .
(TLS1.2) | | .
e e e e p oo 1 : Web Client
| ' -
Other SaaS Apps Secure Agent | O - B =
Group : == :
Q C) t | User
ERP Cloud CRM :
L HTTPS: 443 !
(Outbound) 1
:
1
1
1
X ooo
- X ood
On-Premises I A
: On-Prem
=1 S '
| E— !
1
inf licati b !
Mainframe Apsr:ncl:::lson Databases t Metadata :
% :i @ (TLS1.2) :
__________________________ |
Documents Data Hadoop
Warehouse Secure Agent
Group (on-prem)
© Informatica. Proprietary and Confidential. Q Informatica




Cloud Data Quality and Profiling - Architecture Overview

Informatica  Intelligent Data Management Cloud

KQ\ Identlty wnn —‘ '

Access

1
_T : .
— _— I Design &
— Import : Administration  Profiling >
C% Dictionaries : Warehouse
— i encrypte
1 Q
1
Cloud Sources [D_D_D I
1 “Metadata |
— Analytics ! Cloud Cloud _ (encrypte
— : Data Profiling Data Quality 0 |
HTTPS @ P |
Flat File :
Customer managed : -
Secure Agent
% (On premises) ) Cloud Data (encrypted i)
—] ' Integration
|
| HTTPS : < Elastic Services
Relational 2 |Advanced Serverless

Informatica managed
' Secure Agent @
<«
<« e
Advanced Serverless

Informatica managed
Secure Agent

Compute cluster

Parquet files on AWS
S3 or ADLS Gen2

Customer managed VPC

—
@ T : Q Informatica

Compute cluster Secure Agent

I
|
1
T
I
|
I
I
L
I
I
I
1
I
I
1

(b
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Cloud Data Quality and Profiling Elastic

Enabling Spark serverless support for auto-scaling and provisioning

Cloud Data Quality
w B i i | o] 1350 e .
=== Same, familiar
E=TTTTL = || | Informatica profiling
: RS e and mapping design
U — =it D T definition
/\

Auto-scaling Spark
cluster

\/ >——
Spoark .' - - l kubtes Deployed to your

cloud network
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Advanced Serverless for Data Quality

Fully managed scale-out environment with no clusters or software to manage and high-performance data

integration with built-in elasticity

* Available for CDI/CDI-E/CDQ/CDQ-E
» No servers or software to Manage

« Switch existing tasks from Secure
Agent to Advanced Serverless Runtime

* Inbuilt Autoscaling and Concurrency

* Easy setup in 2 mins with cloud
formation template
« Consumption-based pricing

 Currently available on AWS only (azure,
GCP on Roadmap)

» Test Panel, Data Preview for DQ Assets
in roadmap

© Informatica. Proprietary and Confidential.

| Informatica Intelligent Cloud Services |

g8 B

a a

Hierarchy

Same Familiar Informatica
Design time

On-Demand execution on
tenant isolated secure
environment

No infrastructure
maintenance and
secure agent
administration
overhead

When to use Advanced Serverless?

%"e o E
S
Dynamically or Jump start Process lots of
seasonally projects or do concurrent
changing quick POCs workloads
infrastructure
needs

o 0 o

W

Be more
productive
and/or are short
staffed on
resources

( Informatica



CDGC: Data Profiling for Parquet and Avro — S3/ADLS

Cloud Data Governance and Catalog

ol (@) Registration @ Configuration @) Fitters (@) Associations  (5) Schedule

e Data Profiling using
: T Metadata Command
| Center (MCC) using CDI-
— E Runtime Environment
St (msmazme <10

Maimm Precsionof SungFields: | %

Auto-scaling Spark

‘_

cluster

+—— Deployed to your
cloud network
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IDMC Security Architecture Diagram

IDMC is built on microservices-based technology architecture and cloud native frameworks. The diagram below shows all major
components of the IDMC security domain and lays out the areas of metadata and data persistence and data movement

——————
-
——————

4
IDMC i ‘ Informatica
Services AN Informatica managed
N Cloud runtime / Serverless
(optional)
Multi-tenant
ORG
Servicel
- -
S o
3 le—p —— a Repositd
Service2
3 C D
=)
& Ok
ServiceN

AES encryption (256 bit)

_—1

Business data

(HTTPS) Cloud Apps

| =01
salesforce w

B
>

A\ 4

(optional)

Design &
Administration

Log retrieval
Data Preview

Identify / Access
P —————=

T

Web Client

User

HTTPS: 443
(Outbound)

( Customer managed Secure Agent
_______ @ (Windows, Linux)
Onprem or Cloud hosted (laaS)

Encrypted Connections logs

A
HTTPS/SSH :

SFTP/TLS e e

1

s l

w ¥

. Customer Tenant
On-Premises Compute Cluster CDI-e
(optional)

spaEK

kubernete

= 008

Application Databases
Servers

Data
Warehouse

(o

Firewall



Encryption Overview

IDMC (‘

Services

‘ Encryption at
Rest

‘ Encryption in
Transit

Metadata
(TLS 1.2)

HTTPS: 443
(Outbound)

Nolnbound ~—~—~~--- »[ Secure Agent J
Firewall ports
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User Authentication / Authorization Overview
onc €

Services

Servicel

Ml
- —
g Service2
= Cledata Repos O 4-======-
e . | :
ServiceN AES encryption (256 bit) : Vetadata
1 (TLS 1.2)
1
HTTPS: 443 |
(Outbound) H
1

. Trusted IP Range

Identify / Access [ e -
I SAML 2.0 Provider i

—— —_—— -
<« ’: ______ (User Access) 1

T leeccccchccccccccedeeeee—d

User Web Client

. Single Sign On

‘ Multi-Factor
Authentication
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Secure Agent Planning &
Sizing




Secure Agent Planning

“ Informatica Cloud

Multi-Tenant

Micro Repositories
Services (Go g%
CDGC Business
-« & Tech <
CDQ Metadata .
i Secure Agent/Group
AES Encryption (256-Bit)
Scan & profile Customer’s VPC
. . metadata &
Intelligent Cloud Services Lineage
o N 1411 | S
Define, )
Search
Collaborate E
Ident|fy / Access Secure Agent/GrOUp r ___________________
— o e > |__SAML2.0Provider i
W bJELI. P e il N Optional
User eb Client: } |goo Data I
Browser Based ' looo Applications Warehouse 5 Ltt-:‘gbacy .
User Interface ! A alabases 1

"""" On-Premise Data & Applications Q Informatica



Runtime Deployment Location
Choose the right Runtime Environment location

On-premises/Cloud Secure Agent Serverless

» Catalog Source is on-premises or cloud » Catalog Sources are in the cloud

» Customer is already using Secure Agent » Customer is okay providing a public end-

- Large Data Sources or number of data point for accessing the data source
sources - ldeal for AWS ecosystem - DL, DW and DBs
- Co-location of metadata extraction or profiling (because CDGC is AWS native)

compute with Data Sources

© Informatica. Proprietary and Confidential. (‘ Informatica



Secure Agent Sizing
Easy deployment with limited requirements

a Orchestration

- Recommended Prerequisites 1: Control Plane
|
|

[
|
- 16 CPU cores |
- 64 GB RAM N

- 200 GB HDD
. Easy to deploy Management API

- Download and install the secure agent Customer Premise
- Register agent using generated token

Scale with IDMC agent grouping capabilities Agent Group
- 2 or more SA for sources more than 100k assets / \ / \
All agents can execute all the capabilities (Sizing _Agent1 ________'A_‘g_e_rlt_? ________
Guidelines) e hE bbbl B bbbt S
- Metadata extraction : Container E i : Container E i
- Profiling | Scaling v | Scaling v

| By Job Do | By Job Lo
How To: Plan Secure Agent(s) with Best Practices S . — g1 124
Set the MAXDTMProcesses on Data Integration T TaskGroun 1 R TaskGroun2
Service parameter to 20 to reduce the profiling k R J k R /
execution time
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https://docs.informatica.com/data-governance-and-quality-cloud/metadata-command-center/h2l/1651-sizing-recommendation-and-performance-optimization-for-meta/sizing-recommendation-and-performance-optimization-for-metadata-/overview.html
https://docs.informatica.com/data-governance-and-quality-cloud/metadata-command-center/current-version/introduction-and-getting-started/welcome-to-metadata-command-center/prerequisites/configure-runtime-environments/secure-agent-recommendations.html

PAM Compatibility

Best Practice | Recommended Secure Agent Prerequisites

= Advanced Cluster Config is required for AVRO/Parquet Profiling

Windows Secure Agent is required for some of the scanners using MITI Technology such as SAP BO, please
refer to the Pre-Requisites in Scanner Config guide.

API Manager @ Eezme Cloud Data cHI-
Agent Core col CAl o 9 B2B GW CH Agent CTDM - CDI-Elastic CMI-Streaming | CMI-Databases o CHI-Files CDGC
[Microgatew ay) Monitorin Quality Applications

FedHat 7.x E4 bit
RedHat 5.1 64 bit
SuSE1Z25PS Eid bit
Ubvntu 20.04 64 bit
10 Enterprise Gd-bit
eeeee Gd-bit

23 Server Fid-hit
AlXT.2 Gd-bit

Mac 051012 Fid-hit

* Screenshot | Feb 2023 | This PAM represents current support information and may be subject to

W2 [ 12 ) [ u2 | U2
further changes without prior notice. For questions, contact Informatica Global Customer Support.
Navigate to PAM using Knowledge Base link.
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https://knowledge.informatica.com/s/article/451242?language=en_US
https://docs.informatica.com/data-governance-and-quality-cloud/metadata-command-center/current-version/catalog-source-configuration/supported-source-systems.html

Secure Agent Installation &
Monitoring Services




Setting up the Secure Agent

Download from your IDMC organization Admin interface

Follow the documentation

= Here for Linux

= Here for Windows

= With Proxy

Informatica’ Adminizrator

Organization

licenses.

SAML Setup

Metering

Sefiings

Users

User Groups

User Roles

Runtime Environm...

Serverless Envi

Schedules

Add-On Bundles

Swagger Fles

logs

Elostic Clusters

File Servers

W@ Runtime Environments

Actions  Environment Name

Integration tasks can run on Secure Agent groups or the Hosted Agent. Download Secure Agents and group them to balance workloads and improve scalobility. The range of IP addresses used by Secure Agents con be found here.

Note: Services and Connectors must be enabled in the Security Agent Group in order to be used. More...

Status

Ganercte Instoll Tokan |

Enabled Services

Informatica Cloud Hosted Agent
¥ cdge-unityv2-sandbex (1}

cdge-unityv2-sandbox

¥ Date_Quality_Runtime_Envirenment

¥ FRW1PF12LXVL (1)

¥ FRWPF2LV47A-AAD (1}

+ infalab0d.infaaws.com (1]

Unity AWS (sharad]

Up and Running

@ No Secure Agents

FRW1PF12LXVL B Up ond Running

FRWPF2LV47A-AAD @ sropped Common Integration Components, Data Integration Server, Mass Ingestion, Metadata Foundation Application, Ol Data Collector, Discovery Agent Application

infalab04.infaaws.com ° Stopped Metodate Foundation Application, Ol Data Collector, Discovery Agent Application

Data Integration Server

L. Not oll the services ore running  Process Server, Common Infegration Components, Data Infegrafion Server, Mass Ingestion, Metodato Foundation Application, Ol Data Collector, Discovery Agent Application

Metadata Foundafion Apglication, APl Micregateway Service, Ol Data Collecior, Discovery Agent Application

Process Server, Comman Infegrafion Components, Data Infegrafion Server, Mass Ingestion, Metadato Foundation Application, Ol Data Collector, Discovery Agent Application

1. Not cll the services ore running  Process Server,EDC Search Agent,Database Ingastion, Elastic Server, Comman Integration Companents, CMI Straaming Agent, Data Integration Server, Mass Ingestion, Metadata Foundation Application, Ol Data Collecter, Discovar|



https://docs.informatica.com/cloud-common-services/administrator/h2l/1449-secure-agent-quick-start-for-linux/secure_agent_quick_start_for_linux/downloading-and-installing-the-secure-agent.html
https://docs.informatica.com/cloud-common-services/administrator/current-version/runtime-environments/secure-agent-installation/secure-agent-installation-on-windows.html
https://knowledge.informatica.com/s/article/512361?language=en_US

Setting up the Secure Agent

Register agent using generated token (to enable a secure environment)

Informatica’ Adminisraiar Vv ndbox v2 v

Orgaicaton & Runfme Environmenis e sl ke Dol Secre Agert

Licenses Integration tasks can run on Secure Agent groups or the Hosted Agent. Download Secure Agents and group them to balance workloads and improve scalability. The range of IP addresses used by Secure Agents can be found here.

Ll
Note: Services and Connectors must be enabled in the Security Agant Group in order to be used. More...
SAML Selup
Status

Actions Environment Name Enabled Services

Metering

Informatica Cloud Hosted Agent Up ond Running Dota Infegrafion Server

Seitings ¥ cdge-unityv2-sandbox (1]

Users cdge-unityv2-sandbox L. Not oll the sarvices are running  Process Server, Comman Integrofion Companents, Data Integrafion Server, Mass Ingestion, Mefadata Feundation Applicotion, Ol Data Callector, Discovery Agent Application

User Groups ¥ Data_Quality_Runtime_Environment () No Secure Agents Metodate Foundoti licotion, API Service, Ol Dota Collectsr, Discovary Agent Apglicstion

User Roles ¥ FRW1PF12LXVL 1]

FRW1PF12LXVL Up ond Running Process Server, Comman Integrofion Companents, Data Integraiion Server, Mass Ingestion, Mefadats Faundation Applicotion, Ol Data Callector, Discovary Agent Application

Runtime Environm....

¥ FRWPF2LV47A-AAD (1}

Serverless Envirc

FRWPF2LVA7A-AAD ) Stopped Common Integration Components, Data Infegration Server, Moss Ingastion, Metadata Faundation Applicaion, Ol Dota Collactor, Discovery Agant Apglication

* Connections ) ¥ infalabO4.infaaws.com (1]

Schedules infalab04.infacws.com © Stopped Mefadata Foundotion Applicotion, 01 Data Collector, Discovery Agent Application

Add-On Bundles Unity AWS (shared) £ Notall the

S Secure Agent Token )
Logs

Elastic Clusters Copy and paste this foken when prorr'pfe::l -::|L|rir'g installafion to regisher the Secure Agent.

File Servers

Install Token: @ | BWRUMGQSIWPManSUVRGEIC4ySMUXschny 1vin@4_3n:

Close

Keep in mind that you might require Linux when you need to work with Avro/Parquet files.




Secure Agent Configuration | Best Practice
Enable Performance Tuning on the agent itself | MAXDTMProcesses

Informatica Adminisrator Vv

maeéea

D

. Organization

Licenses

W9 Runtime Environments

Unity CDGC Sandboxv2 ~

Garert ok | [N | oo Seco hgert_|

Integraiion tasks can run on Secure Agent groups or the Hosted Agent. Download Secure Agents and group them o balance workloads and improve scalability. The range of IP addresses used by Secure Agents can be found here.

Mote: Services and Connectors must be anabled in the Security Agent Group in order to be used. More...

SAML Setup

Metering

Seffings

Users

User Groups

User Roles

Runtime Environm...

Serverless Environ...

¢ Connections

Schedulas

Add-On Bundles

Swagger Fles

Logs

« - Elastic Clusters

File Servers

Actions Environment Name

Status

Enabled Services

Informatica Cloud Hosted Agent

¥ ¢dge-unityv2-sandbox (1}

ggc-uniryv}sundi?ox

¥ Data_Quality_Runtime_Environment

¥ FRWIPF12LXVL (1)

Up and Running

0 1o Secure Agents
L]

Data Integrafion Server

The recommended value for this property varies based on the connection types of the jobs that
the agent runs:

If the jobs use file-based or ODBC connections, the recommended value for the Secure Agent
machine is 0.75 * # logical CPUs

5 Mot all the services

R Bie=dtoes | Eor example, if there are 24 logical CPUs on the Secure Agent machine, set this value to 18.

7 FRWPFALVATA-AAD (1] = If the jobs use cloud data warehouse or cloud data lake connectors, the recommended value for
FRWPFILVATA-RAD O Seppec the Secure Agent machine is 0.33 * # logical CPUs

¥ infalab04.infaaws.com (1) = For example, if there are 24 logical CPUs on the Secure Agent machine, set this value to 8.
infalab04.infacws.com ) Stopped Meiadata Foundaiion Application, Ol Data Collector, Discovery Agent Application

Unity AWS (shared)

i Mot all the services are running  Process Server,EDC Search Agent, Database Ingesiion, Elastic Server, Commen Integration Compenents, CMI Sireaming Agent, Data Integration Server, Mass Ingestion, Metadata Foundation Application, Ol D

ata Collector, Discover

Custom Cenfiguration

Service Mame Value Sensitive

Type

Cata_lntegration_Server&3.0 TOMCAT_CFG  maxDTMProcesses 12
Custom fnnﬁgurn‘l‘iun Details
Service Type Sub-type Mame Value
Dot Integration Server s Tomeot ~ - maxDTMProcesses 1] = X

LA ATLAZA®, |



https://docs.informatica.com/integration-cloud/cloud-data-integration/h2l/1515-secure-agent-best-practices-and-tuning-guidelines/secure-agent-best-practices-and-tuning-guidelines/tuning-the-data-integration-server/maxdtmprocesses-custom-property.html

Secure Agent Connectivity
A secure agent connects to a source, the source does not initiate a connection...

" = @

Meaning: = & b
Open up the firewall of the secure agent to talk to: '

Cloud data Ia;: @
1. The Data Source (your ADLS, Redshift, Snowflake, Oracle.......)
2. The Informatica Cloud

@000

% Cloud Applications

s
x*
,/Q‘D‘f\\

For CDGC, use both articles that mention IP addresses in specific. /" Agent Group

Note: Prevent headaches and use the IP addresses and NOT the DNS entries! @ @
= Knowledge base Article or CDGC approved IP Addresses '

. Secure Agent
Knowledge base Article or CDQ approved IP Addresses A el

Coispeisin

(‘ Informatica ]
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https://knowledge.informatica.com/s/article/FAQ-What-are-the-IP-addresses-for-Cloud-Data-Governance-services-that-you-need-to-add-to-your-list-of-approved-IP-Addresses?language=en_US
https://knowledge.informatica.com/s/article/631928?language=en_US

Secure Agent Configuration
Enable only the services and Connectors you need

Informatica Adminisirata

Make sure to enable 35 O )

Runtime Envirenments

Licenses.
t e at a Ove r n a n Ce Mote: Services and Connectors must be anabled in the Security Agent Group in order fo be used. More...

Integration tasks can run on Secure Agent groups or the Hosted Agent. Dewnload Secure Agents and group them to balonce workloads and improve scalability. The range of IP addresses used by Secure Agents can be found here.

. SAML Setup
a n d ‘ at a I O S e rV I C e Actions Environment Name Status Enabled Services
Metering
Informatica Cloud Hosted Agent Up and Running Data Integration Servar
e 5 ¥ cdge-unityv2-sandbox (1]
Users box L. Netoll the services are running  Process Server, Commen Integration Comp , Data Integ) Server,Mass Ingestion, Metadata Faundation Application, O Data Cellector, Discovery Agent Application
User Groups. Environment No Secure Agents Metadate Foundation Application, APl Microgateway Service, Ol Dota Collecior, Discovery Agent licati
T Tl Enable/Disable Components in Agent Group ® Enable/Disable Components in Agent Group ®
ion Server,

Runtime Environm...

Serverless Environ...

" Connections

Schedules

Add-On Bundles

Swagger Files

Logs

Elastic Clusters

File Servers

Permissions...
® ¥ FRWPF:
® FR
@ ¥ infalab
infg
Unity AW!

Sarvices

Connectors Additional Services

Selectthe services to enable for the Secure Agent group. If your selection requires addiional services or connectors, they will ba

automaically enabled. Services and connectors that are required by encbled services cannot be disobled.

o

O

a 0O

Mass Ingesfion-Databases
Integration Hub

B3 Gateway

Data Quality

Data Masking

APl Microgateway

<]

Data Governance and Catalog

a

Lochuct Lo

Cancel

s Ingestian,

Agent Appl

erver, Com

Services Connectors Additional Services

Select the connectors to enable for the Secure Agent group. Services that are required by enabled connectors

cannot be disabled

<]

Cracle Fusion Cloud Mass Ingestion

a

Cracle HCM Cloud

a

CracleCRMOnDemand

PasigraSQL

[ PosigreSQLCDC

[0  PowerBl

llector, Discover|

BN
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Connections, Roles and
Responsibilities




Create Connection - Administrator

Informatica’ Administrator W Informatica_CST_TEAM v

Organization @ Connections

Licenses ConFlgure connections to work with <:||:vp|icari<:msr dcﬂabases, and files.

SAML Setup Q~ MName or description
. Actions Namea Type Runtime Envirenment Service URL
Metering
& @::'[: |_|_|_ B ADLs_CsA Microsoft Azure Data Lake Storage GenZ (Informatical  CDGC_CST
Seftings
& B2cli] @ ADLS_Gen2_CDGC Microsoft Azure Date Lake Storage Gen2 (Informatica)  CDDG_CST_105101
Users
# [Z2¢]i] [ ADLS_Gen2_Demo_lICS_Mapping_Target Microsoft Azure Data Lake Storage Gen2 {Informatical  SachinCST
User Groups
& @::'[: |_|_|_ B ADLS_Gen2_Demo_source_file Microsoft Azure Date Lake Storage Gen2 (Informatical  SachinCST
User Roles
//‘ @::'[: |_|_|_ E ADL5Gen2Test Microsoft Azure Data Lake Storage GenZ (Informatical  CDGC_CST
Runtime Environm...
& B2cli] @ Akshada_AsableC_oral2 Cracle Akshada_RTEs inglxoral2:1521 /pdb01
Serverless Environ...
c " & @ ey |_|_|_ B Akshada_FlatfileConn_LinuxServer Flat File Akshada_RTEs oot/ Infermatica/ secureagent/FlatFile
onnections
" Add-On Connedors & @ZI-L’Z |_|_|_ B Akshada_Oracle_RnDDB Oracle Akshada_RTEs INVRLXSF1SO 10.informatica.com: 1522 /RND 12CRZ.informatica.com

In the Administrator, go to the connections tab and click new connection
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Informatica Administrator Informatica_CST_TEAM

“i B ®  Snowflake_Connection_PD Test Connaction

., Licenses

2 SAML Setup

@ The test for this connection was successful.

) Metering Connection Details
?, ) Connection MName:* Snowllake_Connection_PD
Jeftings
Descn’ﬁﬁon:
& Users .
Type:* Snowflake Data Cloud hd

43 User Groups
Snowflake Data Cloud Properties @

User Rolas Runfime Environment:* ) [cocc_csr V)
) Uil Connection Section
4% Serverless Environ... Authentication: () Standard -
» Username:* 0 GCSTEAM
/ * Conneclions
Passwor: JdF 8 e e e
/ ¢ Add-On Connedors Accoun - 0 nformatica
Bl Schedules Wershouse:* ©) GCsTEAM
Role: 0 GCSTEAM

Data Services Rep...

Addiional JIDBC URL Parometers: 0 db=GCS58schema=GC5_SCTHEMA

| @ Add-OnBundles

Select the connection type and provide the further details along with authorization to establish the connectivity.
Save the configuration and hit Test Connection tab to make sure it is successful.

NOTE : If you don't see the connection type you need, go to the Add-On connectors page to install more
connectors.
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Business Data Owner

The Business Data Owner is intimately familiar with the domain of data used in managing a specific scope of the
business operations. They can contribute to business definitions, business rules for using and interpreting the data,
specific data element definitions or definitions of terms. Data scope may include all data collected and used in
generating operational and management reports, data collected for specific types of transactions, or specific
applications designed to support the business domain.

- Responsibilities:
- Provides content expertise to data stewards and data analysts as they clarify the data definitions
Provides advice on the business context for use of the data

Assist with accurate documentation of data sources, data collection processes, data interpretation

Ensures that data collection processes capture data accurately and completely within a standard business
process

Works collaboratively with other Business Data Owners to share content expertise, business rules and advise on
building data integration rules as necessary

© Informatica. Proprietary and Confidential. ( Informatica




Business Data Owner - CDGC

- Familiar with the domain of data used in managing a specific scope of the business operations.
Responsible for verifying and approving changes to definitions and relationships.

» Asset Permissions + CDGC Permissions » Workflow Inbox

Services: Metadata Command Center v ] Services: Data Governance and Catalog - l Services: ‘ Human Tasks - |
fssers Fectures Assets Features Assets Features

Asset Type Create Read Upd.. Delete Run  SetPermi... Featore Name Enabled

A o] O O O O O O Feature Name Enabled

Apphcaton Options O O O O O O Access Data Gevernance And C._.. View Tasks

Business Reports O 0O 0O O Curate Automatic Glossary Assoc... O

Busimoas Term 0 0 0 0 Curate Data Classifications O

Catalog Sourcs Configura... [ O O O O O Export

Consumer Access O O O O O O Import O

Custom Catolog Source Ty... [ O O O O O Participate in Change Approvals

Custom Models O O O O O O Stakeholdership

Data Categories O O O O 0 O View Business Assets

Data Collection Orders U U ] u u U View Data Classfications

Data Collections 0 | O O O O Views Profiled Sta

Data Guality O O O O O

S = = = = View Sensitive Data

Delivary Targats 0O 0O O O O O View Technical Assets

Delivery Templates 0 0 O O O O View Unpub| ished Content

Glossary Domain O O O O

Glossary SubDomain O O O O

Metric O O O O

Policy O O O O

Process O O O O

Syetem 0 o o o O

Technical Assets O O O O O

© Informatica. Proprietary and Confidential.
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Business Data Steward

The Business Data Steward is responsible for working with business and technical stakeholders to ensure high
levels of data quality, integrity, availability, trustworthiness and security. He/she emphasizes the business value of
data, fosters the goal of data re-use, and designs policies and processes to improve the value of information to the
organization.

- Responsibilities:

- Serves as the primary contact for all questions throughout the data life-cycle relating to business and clinical
definitions, appropriateness of data use, related processes and policies

Engages in monitoring regular data quality and developing appropriate business rules and parameters

Resolves definitions, business rules, systems of record, business processes and other integrity issues on a case-
by-case basis

Documents data issues that cannot be resolved directly and escalates them to the DG Program Manager for
resolution

Helps to foster a culture of discipline where operational, business and technical decisions are made with
consideration to their impact on the organization's data assets

© Informatica. Proprietary and Confidential. ( Informatica




Business Data Steward - CDGC

- Responsible for working with business and technical stakeholders to ensure high levels of data quality,
integrity, availability, trustworthiness and security. Creates and curates business assets.

. Asset Permissions . CDGC Permissions » Workflow Inbox

Services : IMeiadcﬂu Command Center v] Services : [Dcm: Governance and Cofalog  w Services: ‘ Human Tasks v ‘
Assets Features Assets Features
Assets Features
Asset Type Creat Read Upd... Delete  Run  Set Permi.. Featura Mame Enabled
Feature N Enabled

Al Model O d d d o Access Data Governance And C... edture ame nab’e
Application Opti i

pRiceton Hefens U o o o g o Curate Automatic Glossary Assoc... View Tasks
Business Report O O a

prnes TeRer Curate Data Classifications
Business Term O O a

Export

Cataleg Source Configura... O O O O O O
Consurmer Accass O O O O O O meer
Custom Catolag Source Ty . O O O O O 0O Parficipate in Change Approvals
Custom Modals O 0 0 0 0 O Stakeholdership
Deta Categories O O O O O 0O View Business Assets
Data Collection Ordars O O O O O O View Data Classifications
Data Collections O O O O O O View Profiled Stats
Data Quality O O O O O View Sensitive Data
DataSets O O O View Technical Assets
Delivery Targets O ] ] O O O View Unpublished Content
Delivery Templates ] ] O O ] [
Glossary Domain O O O O
Glossary SubDomain O O O O
Metric O O Oa
Policy O O O
Process O O Oa
System O O O O O
Technical Assets O O O O O
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FAQS

Getting Started.:

Getting Started with IDMC Cloud Platform
Getting Started with Cloud Data Governance
Experience Lounge

Environment Planning:
Secure Agent(s) Recommendations - Capacity Planning
Supported Sources for Serverless Runtime Environment

Security & Network:
IDMC Security Document
IP Address Whitelisting

CDMP Setup:
CDMP - Look and Feel
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https://success.informatica.com/get-started---cloud-platform-onboarding.html
https://success.informatica.com/data-governance-implementation-playbook.html
https://success.informatica.com/experience-lounge.html
https://docs.informatica.com/data-governance-and-quality-cloud/metadata-command-center/current-version/introduction-and-getting-started/welcome-to-metadata-command-center/prerequisites/configure-runtime-environments/secure-agent-recommendations.html
https://knowledge.informatica.com/s/article/000196551?language=en_US&type=external
https://knowledge.informatica.com/s/article/DOC-18220
https://knowledge.informatica.com/s/article/524982?language=en_US
https://docs.informatica.com/data-governance-and-quality-cloud/data-marketplace/current-version/set-up-data-marketplace/interface-customization/customizing-the-interface.html

References — Single Sign On (SSO)

* SSO - INFA Docs

« HOW TO: Configure SSO in IDMC

« HOW TO: Configure SSO using OKTA

« HOW TO: Configure SSO using Azure AD

« HOW TO: SCIM Configuration in IDMC Administrator

« HOW TO: Configure SAML SSO in IDMC

« HOW TO: Set up IDMC SAML SSO to have a Username that is not the user's email address

« FAQs: IDMC User Management using SAML
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https://docs.informatica.com/integration-cloud/cloud-platform/current-version/user-administration/saml-single-sign-on.html
https://knowledge.informatica.com/s/article/565916
https://knowledge.informatica.com/s/article/320570?language=en_US
https://knowledge.informatica.com/s/article/How-to-configure-SAML-SSO-in-Informatica-Cloud-using-Microsoft-Azure-AD
https://success.informatica.com/explore/tt-webinars/scim-configuration-in-iics-admin.html
https://www.youtube.com/watch?v=4DewSNbvJBc
https://knowledge.informatica.com/s/article/000097426?language=en_US
https://knowledge.informatica.com/s/article/609010




Executive Leaders

The Executive Leaders are accountable for the Data Governance Program sponsorship and development of the
organization’s charter, principles, framework and decision-making processes.

- Responsibilities:

- Sets enterprise targets for performance measurement based on a variety of business measures that include
operational and organizational benchmarks that reflect the organization’s priorities

- Aligns the program roadmap to enterprise business objectives and the strategic data vision that drives business
value

- Communicates the corporate business drivers and value of program activities to other business leaders
- Sponsors policy decisions that ensure sound data quality, data management and governance principles

- Defines and communicates the expectations for setting measurable targets and a corresponding action plan to
demonstrate improvements based on sound data resource and sophisticated analytical techniques

- Ensures resources and funding for the ongoing success of the DG Program
- Champions the program priorities within the enterprise portfolio
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Executive Leader - CDGC

« Accountable for the Data Governance Program sponsorship and development of the organization’s charter,
principles, framework and decision-making processes. Ability to oversee asset management but not create
or curate assets.

* Asset Permissions « MCC Permission  CDGC Permissions

© Informatica. Proprietary and Confidential.

Services: Metodate Command Center - l Services: | Metadata Command Center - | Assets Features
Assets Features Acsets Features Feature [Mame Enabled
Access Data Governance And C_.
Asset Type Create Read Upd.. Delete Run  SetPermi..
del O ] O O O O Feature Name Enabled Curate Avtomatic Glossary Assoc... O
Al Model il
o o 0 - O O O O Access Metadata Command Cen... Curate Data Classifications ]
pplication Upfions il
Business Reporis O O 0 O 0 Manage Access Control O Export
Business Term O O O O O Manage Connection Assignments O Import O
Catalog Seurce Configura... O O O O O Manage Custom Atiributes O Parficipate in Change Approvals
Consumer Access O O O O ] Manage Data Classifications O Stakeholdership
Custom C‘:"‘"OQ Source TY - |:| D |:| D |:| Manuge Reference Data D View Business Assets
Custom Models O O O O O Manage System Seftings O View Data Classifications
Data Ca i
ata Lategaries O O O O O Manage Workflow Setfings O View Profiled Stats O
Data Collection Orders O O O O O
Menitor Jobs O View Sensifive Data O
Data Collections O O O O O
Data Glualiy 0 O 0 0O 0 View Custom Atiributes View Technical Aszets
ata Quali
DataSets O O O O O View Data Classifications View Unpublished Content O
Delivery Targets O O O O O View Reference Data
Delivery Templates O O O O O
Glossary Domain | | O O ]
Glossary SubDomain O O O O O
Metric O O O O O
Palicy O O O O O
Process O O O O O
System O O O O O
Technical Assets O | ] O ]
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Executive Leader - CDQ

« Accountable for the Data Governance Program sponsorship and development of the organization’s charter,
principles, framework and decision-making processes. Ability to oversee asset management but not create
or curate assets.

- CDQ Asset Perm * CDP Feature Perm * CDP AssetP
Q Asset Permissions eature rermisSsSions sSet Fermissions
Services: [Dah: Quality v] Services: |Dcm:| Profiling - | Services: |Duh:| Profiling - |
Assets Features Assels Features Assets Features
Asset Type Create Read Upd.. Delete Run  Set Permi... Feature Name Enabled Asset Type Create Read Upd.. Delete Run  SetPermi..
Cleanse O O O O O Compare Columns Dota Profling Task 0 O O O O
Deduplicate O O O O O Compare Data Profiling Runs
Dictionary O O O O 0 Data Profiling Results - View
Labeler O | 0 0 0 Drill Down O
Parse O 0 0 0 0 Export Data O
Rule Specification 0 0 O 0 0 Export Data Profiling Results
M Rul
Verifier 0 0 0 O 0 anage Rules O
Query - Create [}
Query - Submit O
Rule Builder O
Sensitive Data - View O
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Executive Leader - CDMP

« Accountable for the Data Governance Program sponsorship and development of the organization’s charter,
principles, framework and decision-making processes. Ability to oversee asset management but not create
or curate assets.

- Data Marketplace Access

Services: | Data Marketplace hd |

Feature Name Encbled

Access Data Marketplace applic...
Approve data collection order
Bulk import data categories
Bulk import data collections
Curate consumer accass
Curate data categories
Curate data collections
Curate delivery targets

Curate delivery templates
Fulfill data collection arder
Manage upp|icalion opticns
Order data collection

View data categories

QREOO0oOo0oooooooe

View data collections
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DG Program Director

The DG Program Director leads all the efforts of the program in terms of collecting suggestions for eligible projects,
pulling together working teams, ensuring that processes, data definitions, report definitions and data quality profiles
are stored in a centrally accessible repository. This person is responsible for leading the working team meetings
and guiding productive discussions of contributing factors and issue resolution. He/she will work closely with the
Data Stewards to provide guidance and support.

- Responsibilities:

Ensures that Data Stewards have the training and resources to perform effectively
Manages the day-to-day project schedule, scope and interdependencies with other projects
Maintains the Program documentation (framework, processes and policies)

Coordinates the work of the existing Working Teams to ensure alignment with their objectives and to
communicate across teams where necessary

Ensures that Business and Technical Stewards are working effectively

Manages communication events to relevant stakeholders

Prepares the Executive Steering Committee agenda and materials

Facilitates the Program'’s processes and policies with key business and domain stakeholders
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DG Program Director - Administrator

 Leads all the efforts of the program in terms of collecting suggestions for eligible projects, pulling together working
teams, ensuring that processes, data definitions, report definitions and data quality profiles are stored in a centrally
accessible repository. Can create folders, groups, projects, and roles for the betterment of the DG program. Also, can
create processes and policies to assist with documenting DG efforts.

. . .
-0 t * Admin Feat
rganization IN Features
Services: lAdministrutor - l Services: |Admums|ruror - |
Assets Features
Assets Features
Feature Name Enabled
Asset T Create Read Upd.. Delete Run Set Permi... AdditionalOrg creation privilege O
ype P
Connaction 0O 0 0 0 AddifionalOrg view privilege ]
Asset - check in/out ]
Elastic Configuration [ O O O O O
Asset - export ]
Folder O O O Asset - import ]
Group O O O Asset - pull version O
Ohuth Client O O O O O O Asset - Source Control logs ]
dit Log - view
Orgunimlion I:‘ I:‘ I:‘ I:‘ |:| I:‘ Auditlog - vie o
Bundle - create 0
Privilage g g O O O O Bundle - delate 0
Project O | O Bundle - install
Role O O O O O O Bundle - publish
Schadule 0O 0O 0O 0O 0O 0O Bundle - update
Bundle - view
Scheduler Blockout o o U U U U Configure Saurce Control O
SchedulerJob o o 0o o O o Connactors - view
Secure Agent O O O O | O Force Undo Checkout O
Secure Agent Group O O O O O O Manage key rotafion seffings O
Suborg - crea
User o O O O O O 3
Suborg - delete
Suborg - update =]
Suborgs - link O
Suborgs - manage licenses
Suborgs - unlink O
Suborgs - view
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DG Program Director - CDGC

Leads all the efforts of the program in terms of collecting suggestions for eligible projects, pulling together working
teams, ensuring that processes, data definitions, report definitions and data quality profiles are stored in a centrally
accessible repository. Can create folders, groups, projects, and roles for the betterment of the DG program. Also, can
create processes and policies to assist with documenting DG efforts.

-

Assets Features

-_Asset Permissions

Services: | Metodate Command Center

* MCC Permission

« CDGC Permissions

Asset Type

[l
L3

ol
-]
o
==
-l
o

. Delete

Al Madel
Application Options
Business Reports

Business Term

Consumer Access

Custom Models

Data Categories
Data Collection Orders
Data Collections
Data Quality
DataSets

Delivery Targets
Delivery Templaies
Glossary Domain
Glossary SubDomain
Metric

Policy

Process

System

Technical Assets

Cataleg Source Configura...

Custom Catalog Source Ty...

ooR@aORROOOOCOOOOOOOOOOO|

OO Ed B0 EE B EER|E

oom@oOme@OOOooOoOoOOoOOOOOOOO|E

oooooooooooooooooooomodg

Services: | Metadate Cammand Center - |

Assets Features

Feature Mame Encbled
Access Metadata Command Cen..
Manage Access Control
Manage Connecfion Assignments ]
Manage Custom Atiributes
Manage Data Classifications
Manage Reference Data O
Manage System Seffings O
Manage Workflow Setfings
Maonitor Jobs O
View Custom Afiributes
View Data Classifications
View Reference Data

gooooooooogooooooocoogono)|s
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Jervices: |Dc|h:| Governance and Catalog - |

Assets Features

Feature Name Enabled

Access Data Governance And C...
Curate Automatic Glossary Assoc...
Curate Data Classificafions

Expori

Import

Parficipate in Change Approvals
StclkehoHership

View Business Assets

View Data Classifications

View Profiled Stats

View Sensitive Data

View Technical Assets

QO EREERQEIQOROORA

View Unpublished Content
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DG Program Director - CDQ

 Leads all the efforts of the program in terms of collecting suggestions for eligible projects, pulling together working
teams, ensuring that processes, data definitions, report definitions and data quality profiles are stored in a centrally
accessible repository. Can create folders, groups, projects, and roles for the betterment of the DG program. Also, can
create processes and policies to assist with documenting DG efforts.

 CDQ Asset Permissions

 CDP Asset Permissions

Services: lDam Quality v]

Assets Features
Asset Type Create Read Upd.. Delete Run  Set Permi
Cleanse O O O O |
Deduplicate O O O | |
Dictionary O O O O O
Labeler O O O O O
Pars O O O O |
Rule Specificatio O O O O O
Verifier O O O O |

© Informatica. Proprietary and Confidential.

. CDP Feature Permissions

Services: : | Data Pr\::ming

Assets Features

Feature [Name

E

Compare Columns

Compare Data Profiling Runs

Data Profiling Results - View
Drill Down

Export Data

Export Data Profiling Results
Manage Rules

Guery - Create

Query - Submit

Rule Builder

Sensitive Data - View

BO000RDRE A A|:
g

Services: |Dcm:| Profiling - |

Assets Features
Asset T)rpe Create Read Upcl.. - Delete Run Set Permi...
Data Proming Task D D D D D
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DQ Program Director- CDMP

- Leads all the efforts of the program in terms of collecting suggestions for eligible projects, pulling together
working teams, ensuring that processes, data definitions, report definitions and data quality profiles are
stored in a centrally accessible repository. Can create folders, groups, projects, and roles for the
betterment of the DG program. Also, can create processes and policies to assist with documenting DG

effortBata Marketplace Access

SSSSSSS | Data Marketplace - |

Assets Features
Feature Mame Enobled
Access Data Marketplace applic...

Approve data collection order
Bulk import data categories
Bulk import data callections
Curate consumer access
Curate data categories
Curate data collections
Curate del ivery targets
Curate delivery templates
Fulfill data collection arder
Manage upp|icalion oplicns

Order data collection

QO0o0ROOCOO0OOO0OO0O0A A

View data categories

<]

View data collections
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Technical Data Steward

The Technical Data Steward is responsible for working with technical stakeholders and application experts to
ensure high levels of data quality, integrity, availability, trustworthiness and security. He/she emphasizes the
technical workings of data, fosters the goal of data re-use, and designs policies and processes to improve the
underlying integrity of information to the organization.

- Responsibilities:

- Serves as the primary contact for all technical questions throughout the data life-cycle relating to the data
definition, metadata definitions, data lineage, lifecycle, processes and policies

- Designs and performs routine data quality checks for data source systems; works with the business data
steward to interpret these quality results and refine quality standards

- Resolves definitions, technical rules, systems of record, technical processes and other integrity issues on a
case-by-case basis

- Documents data issues that cannot be resolved directly and escalates them to the DG Program Manager for
resolution

- Helps to foster a culture of discipline where operational, business and technical decisions are made with
consideration to their impact on the organization’s data assets
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Technical Data Steward

- Communicates technical workings of data, fosters the goal of data re-use, and designs policies and
processes to improve the underlying integrity of information to the organization. Responsible for uploading
and curating technical assets.

» Asset Permissions * MCC Permissions  CDGC Permissions

© Informatica. Proprietary and Confidential.

Services: |Me|adcm: Command Center - | Services: | Metodate Commend Center - | Services: Data Governance and Catalog - l
Assets Features Assets Features Assets Features

Asset Type Create Read Upd.. Delete Run  SetPermi... Faature Mame Enabled Faature Mame Enabled
Al Model o d d d O Access Metadata Command Cen_ Access Data Governance And C...
Application Opfions O O O O O O

Manage Access Control O Curate Automnatic Glossary Assoc...
Business Reports O O O O O
Business Term O O O 0 Manage Cenneciion Assignments Curate Data Classifications
Cotalog Source Configure. [ O O O O O Manage Custom Aftributes Expart
Consumer Accass O O O O 0 O Manage Data Classifications Impart
Custom Catalog Source Ty 0 O O O O O Manage Reference Data Parficipate in Change Approvals
Custom Models [l [l [l [l [l O Manage System Settings O Stakeholdership
Data Categories O O O O O O Manage Werkflow Setfings [} View Business Assets
Data Collectfion Orders O O O a Oa O Monitar lobs [ View Data Classificationz
Dato Collections O O O O O O View Custom Afiributes View Profiled Stats
Data Quality O o o O O Yiew Data Classifications View Sensitive Data
Datadats D D D Vl‘EW RE{EFE"CE DGIU VIEW TEChﬂiCUl Assets
B N - - o i
Glossary Domain O O O
o o © Workflow Inbox
Metric O O O -
Policy O O O O O ervices: | Human Tasks - |
Process O O O O O
System O g U Assets Features
Technical Assets O O O

Feature Name Enabled
View Tasks
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Technical Data Owner

* Responsible for the delivery of data according to the scope of business needs and the sensitivity of
information. Has administrator level privilege in CDMP and can publish data sets in CDGC.

* Asset Permissions  CDGC Permissions « CDMP Permissions

View Technical Assets View data collections

Delivery Targets

Services: Metadate Command Center - ] Services: ’Dclfcl Governance and Cclh:l'og - ] Assets Features
Assets Features Feature Mame Enabled
Assels Features
Access Data Marketplace applic...
Asset T, Create  Read Upd.. Delete R Set Permi...
il i reee e P = i = e Feature Mame Enabled Approve data collection order
Al Model ]
- . Access Data Governance And C_.. Bulk import data categaries
Application Options
Business Reports Curate Avtomatic G|essc|r:,r Assoc... O Bulk impart data collections
Business Term Curate Data Classifications O Curate consumer access
Catalog Source Configura... Export Curate data categories
Consumer Access Import O Curate data collections
Custom Catalog Source Ty... Participate in Change Approvals O Curate delivery targets
Custom Models Stakeh 0|dership D Curate dEliVEI"}I’ }emp|afes
Data Categories
=9 View Business Assets Fulfill data collection order
Data Collection Orders
Dot Callocs View Data Classifications Manage upp|icclion opfions
ections
Data Quality View Profiled Stats Order data collection
uali
DataSats View Sensifive Data O View data categeries
O

Delivery Templates View Unpublished Content

Glossary Domain
Glossary SubDomain
Metric

Policy

Process

System
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Q000000 RlRRBRORRR IO OO OO® O
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Technical Assets
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Data Analyst

The Data Analyst is responsible for the acquisition, assessment, modeling, enrichment, and preparation of data
assets. The activities and data will be for multiple purposes across the organization. The data analyst may work
with the business stakeholders to build the requirements and analysis to report the results in a business context for
senior managers, executives and department heads. To be successful a data analyst will work with IT and business
subject matter experts. The Data Analyst is a critical member of the Working Team as this person informs the team
on definitions, business rules and quality of data items and troubleshoots discrepancies or limitations.

- Responsibilities
- Creates new reports and recommends data products to answer important, new, business questions

Collaborates with data owners and subject matter experts in order to find and secure access to necessary data

Locates data sets and prepares data or defines the specifications to prepare data from multiple sources:
scripting, database management and queries

Profiles data and specifies data quality rules to cleanse data

Understand and reuse descriptive statistical models: e.g., revenue forecasting, customer churn prediction
Builds reports and present the results translated into the business context
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Data Analyst

- Responsible for the acquisition, assessment, modeling, enrichment, and preparation of data assets.
Assigned the Data Marketplace User Role.

» Asset permissions

 CDGC Permissions

« CDMP Permissions

Application Opfions
Business Reports

Business Term

Cataleg Source Configura...
Consumer Access

Custom Catalog Source Ty...
Custom Models

Data Categories

Data Collection Orders
Data Collections

Data Quality

DataSets

Delivery Targets

Delivery Templates
Glossary Domain

Glossary SubDomain

Metric

Policy

Process

System
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Technical Assets

Servces: Metodate Command Center - |

Assets Features
Asset Type Create Read Upd.. Delete Run  SetPermi...
Al Model O O

giojojgjojojg|jojojg|joojo|joojgojooo|oo|lo

Services:

Data Governance and Catalog

Assets Features

Feature Name Encbled
Access Data Gavernance And C_.
Curate Automatic Glossary Asscc... O
Curate Data Classificafions O
Export
Import O
Parficipate in Change Approvals O
Stakeholdership ]
View Business Assets
View Data Classifications
View Profiled Stats
View Sensitive Data O
View Technical Assets
View Unpublished Content ]
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Assets Features

Featura Mame

El'lclbl ecl

Access Data Marketplace applic...
Approve data collection order
Bulk import dato categories
Bulk import data collections
Curate consumer access
Curate data categories
Curate data collections
Curate delivery targets
Curate t:|e|i\rer)uI hamph:fes
Fulfill data collection arder
Manage upp|icqlion oplions
Order data collection

View data categories

View data collections
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Data Quality Analyst - CDGC

- Responsible for identifying new and evaluating on-going data quality initiatives. Permissions granted to
allow access to Data Quality, Profiling, and Catalog for data quality efforts related to CDGC.

. Asset Permissions « CDGC Permissions « Administrator Assets

Servicas: | Metadate Command Center - ‘ Gervices: Coto Governance and Catalog ~ + l Services: |Admin istrator - |
Assets Features Assets Features Assets Features

::L?:e C;lde R;lud U;:l D;ﬂe ;n Set P|:e|rmi... Feature [Mame Enabled Asset Type Create  Read Upd.. Delete Run Set Permi...
Applicafion Opfions 0 0 0 0 0 0 Access Data Governance And C... Connectian O O O O O O
Busimess Repart O O 0 O O 0O Curate Automatic Glossary Assoc... O Elastic Configuration O O O O O a
Business Term O O O Curate Data Classifications [l Folder O O O
Cotalog Source Configura. [ O O O O O Export O Group o d .| a g d
Censumar Accass O O O O O O Import O Owih Client | a O (| O O
Custom Catolog Seurce Ty... O O O O O O Participate in Change Approvals O Organizafion O O O O O O
Custom Modsls o o o o 0 U Stoksholdership O Privilege o 0O O O O O
ST e 5 o o
Date Callecions O O O 0O O 0O View Data Classifications O Role O O O O O O
Data Guality 0O View Profiled Stats Schedule ] O O O O O
S O 0 0 0 O View Sensitive Dats O Scheduler Blackaut O O O O O O
Delivery Targets O O O O O O View Tachnical Assets Scheduler Job O O O O O O
Delivery Templates O O O O O O View Unpublished Content O Secure Agent O O O O O O
Glossary Domain O O O O O O Secura Agent Group O O O O O O
zl:ls::ry SubDomain g g g g g g User | | | 0 O O
Policy O O O O O O

Process O O O O O O

System ] O O O |

Technical Assets O O O O O
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Data Quality Analyst - CDQ

- Responsible for identifying new and evaluating on-going data quality initiatives. Permissions granted to
allow access to Data Quality, Profiling, and Catalog for data quality efforts related to CDGC.

. CDQ Asset Permissions

. CDP Feature Permissions

EEEEE : | Data Profi |ing

- |

Assets Features

Faature [Mame

E =

Compare Columns

Compare Data Profiling Runs
Data Profiling Results - View
Drill Down

Export Data

Export Data Profiling Results
Manage Rules

Query - Create

Query - Submit

Rule Builder

Sensitive Data - View

B <BE<BE<BE<BE<B<BE<BU<M<M<DE:E
[+

. CDP Asset Permissions

| Data Profiling - |
Assets Features
Asset T)fpe Create Read Uch.. Delete Run Set Permi...
Data Proming Tazk D D

Services : |Dcm:| Quality - |

Assets Features
Asset T)fpe Create Read Upcl,.. Delete Run Set Permi..
Cleanse O O O O O O
Decluphcure |:| D |:| I:l I:l I:l
Dictiona ry I:l I:l I:l
Labeler O O O O O O
Parse | O | | O O
Rule Speciﬁcaﬁon O O O
Verifier O O O O | O

Services: Data Guality -

Assets Features
Feature Mame Enabled
Data Praview - Dictionary
Data Preview - Test Panel
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Application System Owner

The Application System Owner is accountable for the definition, quality, documentation and access for their
application’s business data. This role is responsible for shared planning with their business and technical peers and
aligning domain strategies with the program’s data governance policies and standards.

- Responsibilities:

- Resolves any conflicts which occur among Data Stewards to ensure a single set of standards, policies, and
definitions for their domain across the enterprise

- Aligns data domain-specific efforts with Data Governance Program strategies

- Approves the data quality target metrics and holds accountable the business line and Data Steward(s) for
achieving targets

- Owns or influences business process definitions and changes
- Approves key business definitions and rules
- Approves data access and usage exceptions
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Application System Owner - Administrator

 Accountable for the definition, quality, documentation and access for their application’s business data. Can
create connections, create and schedule runtime environments, assign user roles, and create scans.

* Admin Assets

Services: |Admin istrator N |

Assets Features

. Admin Features

» Workflow Inbox

Asset Type Create  Read Delete

=
-l
o

Run

Set Permi...

Connacfion
Elastic Configuration

Folder

< BB < |

Group
Ohuth Client
Qrganization
Privilege

Project

Role

Schedule
Scheduler Blackout
Schaduler Job
Secure Agent

Secure Agent Group
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User

ojooooooooogooon:no

ojooooooooogooon:no

|Admmis|rutor - ‘

Assets Features

Feature Mame Enabled

AdditionalOrg creation privilege
AdditionalOrg view privilege
Asset - check in/out

Asset - export

Asset - import

Asset - pull version

Asset - Source Control Logs
Audit log - view

Bundle - create

Bundle - delete

Bundle - install

Bundle - publish

Bundle - update

Bundle - view

Configure Source Caniral
Connectors - view

Force Undo Checkout
Manage key rolation seffings
Suborg - create

Suborg - delete

Suborg - update

Subergs - link

Suborgs - manage licenses

Suborgs - unlink

Ooooooooomloooooooooooonooo

Suborgs - view

Services:

| Human Tasks - ‘
Assets Features
Feature Name Enabled
View Tasks
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Application System Owner - CDGC

 Accountable for the definition, quality, documentation and access for their application’s business data. Can
create connections, create and schedule runtime environments, assign user roles, and create scans.

* Asset Access

« MCC Access

Services: | Metadata Command Center - |
Assets Features
Asset Type Create  Read Upd.. Delete  Run  SetPermi..
Al Model O O O O O O
Application Opfions O O O O O O
Business Reporis O O O O O O
Business Term O O O
Catalog Source Configura... O O O O O O
Consumer Access O O O O O O
Custom Catalog Source Ty...  [] O O O O O
Custam Models O O O O O O
Data Categories O O O O O O
Data Collection Orders O O O O ] ]
Data Collections O O O O O O
Data Guality O O O
DataSets O O O
Delivery Targets O O O O ] ]
Delivary Templates O O O O O O
Glassary Domain ] [} [}
Glassary SubDomain O O O
Mefric O O O
Policy O O O
Process [} | |
System O O O
Technical Assets O O O

Jervices: | Metadate Command Center

- |

Assefs Features

« CDGC Access

Services:

Data Governance and Ccm:||og - ]

Assets Features

Feature Mame

Enabled

Access Metadata Command Cen...

Manage Access Contral

Manage Connection Assignments
Manage Custom Atiributes
Manage Data Classificafions

M a ﬂﬂgE RE{‘EFEHCE DGIU
Manage System Settings
Manage Workflow Settings
Manitor Jobs

View Custom Atiributes

View Data Classifications

View Reference Data

QR EQOO0OBREORA

Feature Mame

Enabled
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Access Data Governance And C...
Curate Automatic Glossary Assoc...
Curate Data Classifications

Export

|mpor|

Pnril'c'lpa te in Change Apprcwu|s
Sk:lkehoHership

View Business Assets

View Data Classifications

View Profiled Stats

Yiew Sensitive Data

Wiew Technical Assets

View Unpublished Content
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Application System Owner - CDQ

 Accountable for the definition, quality, documentation and access for their application’s business data. Can
create connections, create and schedule runtime environments, assign user roles, and create scans.

. CDQ Permissions

Services: |Dcm:| Profiling

- |

Assets Features

-_CDP Feature Permission

Faature [Name

Enabled

Compare Columns

Compare Data Profiling Runs
Data Profiling Results - View
Drill Down

Export Data

Export Data Profiling Results
Manage Rules

Gluery - Create

Query - Submit

Rule Builder

Sensifive Data - View
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. _CDP Asset Permissions

Services: [Dcﬂa Profiling - l

Assets Features
Asset T)fpe Create Read Upcl,. . Delete Run Set Permi...
Data Prefiling Task O O O

Services : |Dc|h:| Guality - |
Assets Features
Asset T)rpe Create Rea Upcl,.. Delete Run Set Permi...
Cleanse O O | | | O
Decluphccﬂe I:l I:l I:l I:l I:l I:l
|:‘icll'<:m|:|r;|r D D D
Labeler O O O O O O
Parse O O O O O O
Rule Specificatio O O O
Verifier O O O O O O
Services: Data Guality -
Assets Features
Feature Mame Enabled
Data Preview - Dictionary
Data Preview - Test Panel
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Data Consumer

The data consumer will use the Data Governance solution to increase their knowledge and access of data.

Responsibilities:
- Search for and communicate needs surrounding data.
- Rate and comment on current data sets and other assets.
- Request access to data for their own initiatives.
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Data Consumer

« The data consumer will use the Data Governance solution to increase their knowledge and access of data.
Assigned the Governance User role.

- Asset Access « CDGC Access

Services: Metodate Command Center - ] Services: Data Governance and Catalag - |
Assets Features Aszzats Features
Asset Type Create Read Upd.. Delete Run  Set Permi...
Feature Mame Enabled
Al Model ] O O ] ]
Applicaton Optians 0O 0O O O O O Access Data Governance And C...
Businass Reports O O O O O Curate Automatic Glossary Assoc... O
Business Term O O O O O Curate Data Classifications |:|
Catalog Source Configura... O O O [} O O Export
Consumer Access O O O O O O
Impart O
Custom Catalog Seurce Ty... [ O O | O
usem Laeleg seures Ty Parficipate in Change Approvals ]
Custom Models O O O O O
Data Categories O O O O O O Stakeholdership |
Data Collection Orders O O O O ] O View Business Assets
Data Collections O O O O O O View Data Classifications
Data Quality (] (] [} O O View Profiled Stats
Detaets O O O a g View Sensitive Data O
Delivery Targets O O O ] ] O
siivery larg2 View Technical Assets
Delivary Templates O O O O | [l
Glassary Domain 0O O O O O View Unpubhshed Content |:|
Glossary SubDomain O O O O O
Metric O O O O O
Palicy [} | | O 0
Process O O O O ]
System O O O O O
O O O O O

Technical Assets
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Data Architect

The Data Architect is responsible for the delivery of a robust, scalable data architecture that meets the business
goals of the Data Governance Program and of the organization. He/she will coordinate and guide the work of the
architecture team to scope, define, validate and execute on architecture design.

- Responsibilities:

- Ensures the team develops the logical data models and documents the models in Entity-Relationship Diagrams
(ERD)

- Ensures participation of Business Analysts, Data Integration Developers and the Solution Architect to translate
business requirements into a logical model

- Reviews and analyzes the impact of changes to data structures in logical data models prior to allowing DBAs or
Data Modelers to make physical changes

- Works with any Data Governance and Data Governance bodies within the organization to ensure architecture
desighs accommodate any applicable policies and processes

- Plans architecture and infrastructure to support data management processes and procedures
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Data Architect

 Coordinate and guide the work of the architecture team to scope, define, validate and execute on

architecture design. Assigned the Governance Administrator role.

* Asset Permissions

* MCC Permissions

 CDGC Permissions

Application Options
Business Reports

Business Term

Catalog Source Configura...
Consumer Access

Custom Catolog Source Ty
Custom Models

Data Categories

Data Collection Crders
Data Collections

Data Quality

DataSets

Delivery Targets

Delivery Templates
Glossary Domain

Glossary SubDomain
Metric

Policy

Process

System
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Technical Assets

ooogjojoiojoojoooooojojoaoojo|g

Services: Metadata Command Center - ]

Assets Features
Asset Type Create Read Upd.. Delete Run  SetPermi...
Al Model
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Services:

Metadate Command Center

Assets Features

Faature [Mame Enabled
Access Metadata Command Cen...
Manage Accass Control
Manage Connection Assignments
Manage Custom Afiributes
Manage Data Classifications
Manage Reference Data
Manage System Settings
Manage Weorkflow Seftings
Menitor Jobs
View Custam Afiributes
View Data Classifications
View Reference Daia
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Assels Features
Feature Name Encbled
Access Data Governance And C_.
Curate Avtomatic G|ossc|ry Assoc..
Curate Data Classificafions
Export
Import
Parficipate in Change Approvals
SiclkehoHership
View Business Assets
View Data Classifications
View Profiled Stats
View Sensitive Data
View Technical Assets
View Unpublished Content
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