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Housekeeping Tips
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« Today’s Webinar is scheduled for 1 hour
« The session will include a webcast and then your questions will be answered live at the end of the presentation

« All dial-in participants will be muted to enable the speakers to present without interruption

* Questions can be submitted to “All Panelists" via the Q&A option and we will respond at the end of the presentation

« The webinar is being recorded and will be available on our Success Portal - where you can download the slide deck
for the presentation. The link to the recording will be emailed as well.

« Please take time to complete the post-webinar survey and provide your feedback and suggestions for upcoming
topics.
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https://success.informatica.com/explore/tt-webinars.html
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Safe Harbor

The information being provided today is for informational purposes only. The
development, release, and timing of any Informatica product or functionality
described today remain at the sole discretion of Informatica and should not be
relied upon in making a purchasing decision.

Statements made today are based on currently available information, which is
subject to change. Such statements should not be relied upon as a
representation, warranty or commitment to deliver specific products or

functionality in the future.
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Secret Vault Integration

Summary: Ability to retrieve connection credentials from external secret vault

@ Key Highlights |
= 4'5 Informatica Administrator AwsSecreiMangerTest v | [0 7
Problem 5 G
Customers need to create connection object for every single @t
endpoint they want to connect. This turns into very sensitive : :m:"
information duplicated and managed in multiple places "
Solution : e o
Integration with ecosystem secret vaults to retrieve connection |
credentials from there Bt Evirne
¥ Connections
v O N . ¥ Add-On Connedors
A £ Beneflts Schedules
@ Add-On Bundles
Customers manage credentials in vault as part of their ; S:Wm“

governance policy/procedures in a centralized manner,
avoiding duplication and mitigating risk

Sensitive customer technology credentials never persisted
in Informatica
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Configuration of Feature

Existing Auth and Payload Assessment

Vault Configuration Connection Configuration
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Ways to Authenticate Vault/Manager

« Depending on the ecosystem you are integrating with, you will have different options to authenticate to
connect to the Secret Vault:

« AWS
* Role Based (based out of IAM roles)

* Access Key (requires Access Key ID and Secrets Access Key)
* Azure
* App Based: requires Client ID, Client Secret and Tenant ID
~
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Pre-Requisites/Roles for Secret Vault

,,; S Informatica Administrator V

Custom Licenses (6)

Custom License Name Service Name i3, Organization
Pre-Requisites: B i
- Licenses: Secret Manager, e ::‘:
SecrefManagerApp e G -
» Secret Manager Service to be @ v
up and running in Agent 18 U G
W] UserRoles

* Create Secret Vault Setting

’ Connedions

Roles:

« Key Admin role (can configure
the vault)

» Designer (can configure the
connection)
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Connection Definition

Feature Details

Connection Details

Connection Mame: *

« Customer will have the ability to select which
connections they want to enable the feature for.

« Edit Connection using IDMC Administrator only

» Customers are charged by connection definition
therefore we did not want to enable blanketly for
all

r.informatica.com

« Currently we have selected fields which are ~q
Jeerome” sensitive limited to Username and Password as
e such.
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SMS Meter

Secrets Manager Service Meter

Secrets Manager provides the ability for a customer to use their own
cloud key secrets manager vaults to store and retrieve source/target
credentials during run time. Customers can select which connections
they would this feature is turned on for within their Connection
Definitions.

+ Scaler: Connection Definitions

* Metric: Daily Connection Definitions

* IPU Per Metric Unit:
0.016 IPU for the first 600 Daily Connection Definitions
0.0011 IPU for the next 601 -to 3,000 Daily Connection
Definitions
0.0006 IPU for each > 3,001 Daily Connection Definitions

Definition:

Connection Definitions: Source or /Target connections which are
defined and configured with secret manager parameters toggled on.
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Guidelines for Usage

Connection Credentials

Org must be configured to store connection credentials on the Cloud.
Log in to SubOrg directly to see and enable Secret Vault
AWS Secrets Manager:
+ To use role-based authentication, the Secure Agent must be in an EC2
instance.
+ <secret name>:<secret key>, Secret Key is the Key Value in AWS.
Restrictions for secret names for AWS and Azure
« AWS, alphanumeric and only these special characters:/ _ +=. @ -“
* Azure, alphanumeric characters and dashes. i
When Switching from Vault to non-Vault, you have to re-renter username and
password.
For more information, please visit Informatica Documentation, Under
Administrator you will find Secret Manager Configuration.
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