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What is Enterprise Log Aggregation?

ICDM Operational Insights Service

Example Solution Architecture

Informatica ICDM Platform API

Demo: Extract Logs from Informatica Cloud

Demo: Example Dashboard using Microsoft Power Bl

Using a Document Store Database (MongoDB)

Demo: Extract Logs from Secure Agents

Reference: Links to ICDM API Documentation
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Enterprise Log Aggregation

= Gain Insight into Cross-Application Operational Metrics at an Enterprise Level

= Objectives

— Tuning and Optimization, Process Orchestration, Predictive Analytics
— Security, Real-Time Threat Detection, Auditing, Regulatory Compliance

= Commercial Log Aggregation Tools
— Splunk Enterprise
— ELK Stack: Elasticsearch, Logstash, Kibana (Open Source)
- AWS CloudWatch
— Azure Monitor (formerly Azure Log Analytics)
— Google Cloud Logging
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Enterprise Log Aggregation

= Qperations:
— Single at-a-glance dashboard, one place to check

— RCA of Intermittent Failures: what else is
happening when a process fails on one system

— Network failure prediction: identify outages and
disruptions before they happen

= Developers:

— Long-running processes: Informatica doesn't
know if an Oracle index gets dropped

— Slowly-increasing runtimes: Informatica doesn't
know if an Oracle tablespace is growing larger

— Process orchestration tuning and optimization
across multiple applications
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Operational Insights Service

informatica Operstnal nsig = Provides Informatica Status Dashboards

Home ¥\ Home
: , — |ICDM Cloud Status, Secure Agents Status
* Alifroracre nkssinuchie Sommaty — Infrastructure Monitoring: PC, IDQ, DEI, lICS

El Application Integration - CDP Data PI’OfI|Ing

Informatica Cloud Service Status

Data Pofiing 1 — CDI: Data Integration
PC. PowerCenter — CAl: Application Integration
Dy Data Engineering Integration L. . . o
| Services in theRuntlf'neE nnnnnnnnn t . CMI: MaSS Ingestlon
DQ Data Quality Common Integration Co... 3
Data Integration fa Integration 5 5
- J— ey romsente- (4 = Provides Infrastructure Email Alerts
Mass Ingestion 3
oo oundanon ., [ — |ICS Secure Agent offline
O Date Collector . — CPU, Memory, Disk over threshold
Process Server 2
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Cloud Status Dashboard

Informatica Operational Insights Vv InformaticaPSNAWe

Home 7> Home

Alerts

Infrastructure Summary

All Infrastructure

Application Inte...

Informatica Cloud Service Status

Data Profiling 16

PowerCenter

Indianapolis IN

Data Engineerii San Francisco, CA

Services in the Runtime Environment @
@ Houston TX

Data Quality Common Integration Co. 3

<]

24

Data Integration Server 5

<]

Data Integration 23

Discovery Agent Applic 4

<]

B Mass Ingestion 24

Moss Ingestion 3

Metedota Foundation A. 1

<]
IS
N

Ol Data Collector 4

<]
S
N

@ secure Agents | 4 24 @] B vomains

< |
© © © © o0 © ©

Process Server 2 n 2 4
828 Processor 5 0 You have unpinned Domains//Secure Agents Pin On
Rows Loaded Llast4 Weeks v Cloud Data Integration Jobs
v 1 i i
Total Rows Loaded 2.3 K © B Success Warning Q Failed
24 Hours @ 24 Hours @ 24 Hours @
O O )
5K ‘ ‘
=
2 ok ¢+ Running
2 ° @ 1ocororodisoloy.
500 O
0 0 No date to display.

Dota Integ Data E gl Power Center Environments
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Infrastructure Alerts

Informatica Operational Insights VvV

Home

Alerts

All Infrastructure
Application Integration

Data Profiling

PowerCenter

Data Engineering Integration
Data Quality

Data Integration

Mass Ingestion

. Alerts

Alerts Received Infrastructure Alerts

'6 Secure Agents

Ashutosh

asnawestinfanO1
asnawestinfan02_bkp
DESKTOP-4KDPV9A
infa-server

infaserver009
invx53ips2.informatica.com
ip-172-31-22-171.us-west- 1.compute.internal
LAPTOP-GOUQPCTS
LAPTOP-OHUFMIQS
lithium-hlg
localhost.localdomain
MNakasima

ochen

ochen - USWPF2QN9CO-AAD
psvlxprof2.informatica.com
RRG_CDI_1
USW1PFOXQCPA
USW1PFOZDRGS
USWPFOMDBSE1-AAD
USWPF1SGELW-AAD
USWPF1SGETF-AAD
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Data Integration Alerts PowerCenter Alerts

Secure Agent Alerts

() Secure Agent is unavailable.

() CPU usage by the Secure Agent crosses‘ 90 ‘% for a duration of 30 minutes.

() Memory usage by the Secure Agem crosses‘ 90

Email Recipients

] Run Custom Script @

Mass Ingestion Alerts

Alert settings for Secure Agent : MNakasima

() Disk usage by the Secure Agent crosses| 90 ‘% for a duration of 30 minutes.

mboardmanIPSNAWest

% for a duration of 30 minutes.

lv

Add Script Location

InformaticaPSNAWest v

Disable All Reset Values

‘ Informatica



Cloud Data Integration

Informatica Operational Insights InformaticaPSNAWest v

¢79Data Integration

Overview Jobs. Connections Connection Events Scheduled Jobs
All Infrastructure Success % Warning O Failed « Running 5 Scheduled
24 Hours @ 24 Hours @ 24 Hours @ Currently @ next 24 hours @

Application Inte...

0 0 0

PowerCenter

Data Engineerin...

Data Quality Activity @ Detailed Charts 7 Days v Top Secure Agents @ Detailed Charts 7 Days v

Data Integration
'o Top Secure Agents

m Mass Ingestion Rows Processed .

1.74K prtees

Number of Jobs . Number of Jobs
19

W success Warning M Failed

B Success Worning Il Foiled
* Secure agent name is not available.

Top  Targets v @ Detailed Charts 7 Days v Top | Projects v O Detailed Charts 7 Days v
Top Targets — Top Projects
SqlServer2017
z_MattB
Flat File
0 200 400 600 800 1000 1200 1400 1600 1800 2000 0 2 4 6 8 10 12 14 16 18 20
Rows Written Number of Jobs
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Cloud Data Profiling

Informatica Operational Insights vV

Home M Data Proﬁ|ing

Alerts
Jobs (41 items found) Up to Date

I8} Auto Refresh D \LT' ? ‘ Find ‘ ‘{§}‘

InformaticaPSNAWest v

All Infrastructure
Filter Update Time: Last Year w

Add Filter w

Application Integration
Instance Name

Location

Subtasks

Start Time

End Time

Data Profiling anto_ff_Profile - run - 1-3
anto_ff_Profile - run - 1-2

PowerCenter

anto_ff_Profile - run - 1-1
Data Engineering Integration

Outlier - Profile_MN_LFAT - run - 1-2
Data Quality
Profile_MN_LFAT - run - 1-1

Data Infegration Profile_DQ_Input - run - 8-20

B3 Mass Ingestion Outlier - Profile_DQ_Input - run - 7-19
Profile_DQ_Input - run - 7-18
Profile_DQ_Input - run - 7-17

Outlier - Profile_DQ_Input - run - 6-16
Profile_DQ_lnput - run - 6-15

Outlier - Profile_DQ_lnput - run - 5-14
Profile_DQ_Input - run - 5-13

Outlier - Profile_DQ_lnput - run - 4-12
Profile_DQ_Input - run - 4-11
Profile_DQ_Input - run - 4-10

PromefDanpuf -run - 4-9

1228 f 41 lems = °

Anto

Anto

Anto
z_MNakasima
z_MNakasima
Ruben/CDQ
Ruben/CDQ
Ruben/CDQ
Ruben/CDQ
Ruben/CDQ
Ruben/CDQ
Ruben/CDQ
Ruben/CDQ
Ruben/CDQ
Ruben/CDQ
Ruben/CDQ

Ruben/CDQ

D.L~n /DN

4

Puge‘ 1 ‘on >

Jul 15,2022, 1:42 PM
Jul 15, 2022, 12:14 PM
Jul 15, 2022, 11:47 AM
Apr 18, 2022, 2:43 PM
Apr 18, 2022, 2:42 PM
Mar 22, 2022, 8:12 AM
Dec 6, 2021, 3:35 PM
Dec 6, 2021, 3:34 PM
Dec 6, 2021, 3:05 PM
Dec 3, 2021, 10:34 AM
Dec 3, 2021, 10:32 AM
Dec 3, 2021, 7:16 AM
Dec 3, 2021, 7:14 AM
Dec 3, 2021, 6:59 AM
Dec 3, 2021, 6:57 AM
Dec 3, 2021, 6:25 AM

Dec 2, 2021, 3:50 PM

Na-9 207 1.9 Dt

Jul 15, 2022, 1:43 PM
Jul 15, 2022, 12:15 PM
Jul 15, 2022, 11:49 AM
Apr 18, 2022, 2:43 PM
Apr 18, 2022, 2:43 PM
Mar 22, 2022, 8:16 AM
Dec 6, 2021, 3:35 PM
Dec 6, 2021, 3:35 PM
Dec 6, 2021, 3:06 PM
Dec 3, 2021, 10:34 AM
Dec 3, 2021, 10:34 AM

Dec 3, 2021, 7:16 AM

Dec 3, 2021, 7:16 AM
Dec 3, 2021, 6:59 AM
Dec 3, 2021, 6:59 AM
Dec 3, 2021, 6:26 AM

Dec 2, 2021, 3:51 PM

Na-9 2091 1.92 Dis
ltems Per Page: | 256 W
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Cloud Mass Ingestion

Informatica Operational Insights InformaticaPSNAWest v

Home 9 Mass Ingestion

Alerts Overview All Jobs

All Infrastructure Job Type o

Application Integration
Databases 8

[@] Applications 0 Files 15 Streaming 0
Data Profiling

Job Status | Select Statuses Requiring Attention
PowerCenter

Data Engineering Integration © | UpandRunning 0 ! Running with Warming O ° Running with Error 0 O | Siopped 0 ° Failed 9

el Elattyy Completed 9 ® Aborted 0

Data Integration

Mass Ingestion Instance Name Location Task Type Runtime Environment Start Time Duration Status
FIT_Test_MNakasima-15 Default File Ingestion Task 0z_MNakasima Jun 27, 2022, 2:50:16 PM 00:00:02 Completed
FIT_Test_MNakasima-14 Default File Ingesfion Task 0z_MMakasima Jun 27, 2022, 2:09:37 PM 00:00:03 Completed
FIT_Test_MNakasima-13 Default File Ingestion Task 0z_MMakasima Jun 27, 2022, 2:08:22 PM 00:00:03 Completed
FIT_Test_MNakasima-12 Default File Ingestion Task 0z_MNakasima Jun 27, 2022, 2:07:52 PM 00:00:03 Completed
FIT_Test_MNakasima-11 Default File Ingestion Task 0z_MNakasima Jun 27, 2022, 1:57:51 PM 00:00:04 Completed
FIT_Test_MNakasima-10 Default File Ingestion Task 0z_MNakasima Jun 27, 2022, 1:37:56 PM 00:00:03 Completed
FIT_Test_MNakasima-9 Default File Ingestion Task 0z_MNakasima Jun 27, 2022, 1:33:26 PM 00:00:04 Completed
FIT_Test_MMNakasima-8 Default File Ingestion Task 0z_MNakasima Jun 27, 2022, 1:31:40 PM 00:00:07 Completed
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Cloud Application Integration

Informatica Operational Insights v InformaticaPSNAWest v

A Home [l Application Integration

.‘ Alerts

Overview Processes Usage

All Infrastructure

Activity Process Run by Environment Show data for: Last 30 days v
Application Integration
Data Profiling Completed ° Faulted M completed M Faulted

last 24 hours last 24 hours
PowerCenter O O
Data Engineering Integration J/ oy l/ 0%
Data Quality esene
Data Integration
m Mass Ingestion
0 2 4 6 8 10 12 14 16 18
Incoming API Calls Show datafor: | Top 5 Processes = ¥ Response Time Outliers Show datafor: | Last 7 days v
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Al Console

Informatica Application Integration Console v

Processes

Guides

Connections

Process Schedules

Logs

Server Configuration

14

Deployed Assets
Process Server Health

Process Merics

© Informatica. Proprietary and Confidential.

B Process Server Health | USW/PFISGETF-AAD

Performance Alerts Statistics

InformaticaPSNAWest

1365.50 MB

JVM Memory Usage

1213.78 MB +

1062.06 MB
910.33 MB
758.61 MB
606.89 MB
45517 MB
303.44 MB
151.72 MB

0.00 MB

B Used:343.5MB
Committed: 702.5 MB
Max: 1.3 GB

MW Init: 512.0 MB

Work Manager

In-Memory Processes

CPU Usage

56%
44%
33% +
22%

1%

0%

B  CPU Usage: 0.67%

Catalog Resources

Maximum Concurrent Requests 6 Currently in Memory Total Reads 17
Active Thread Count 0 Waiting for Slot in Memory Disk Reads 14
Idle Thread Count 40 High Water Mark Cache Efficiency 17.65%
Queued Request Count 0 Cache Size 14 (0.28 MB)
Non persistent process invokes
Process invokes 0
Terminated invokes 0

Informatica
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Service Logs on Informatica Secure Agents

Data Integration

tomcat.log
tomcat.out
scripts.log
session logs
badfiles

File Integration
Service

FileIntegrationService.log

Ops Insight Data

Collector

App.log
datacollector.log

Common Integration

Components

app.log

16 © Informatica. Proprietary and Confidential.
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IICS Secure Agents

agentcore.log
infaagent.log
agentUpgrLog.txt
consoleAgentManager.log
tomcat.log

Process Engine

catalina.log
scripts.log
localhost.log
upgrade.log
postgresql.log

Mass Ingestion

informaticamft.log

CIH Processor

cih-aaap.log
prs-audit.log

B2B Processor

b2b-aaap.log

(‘ Informatica



Asset and Security Logs in Administrator Applet

Informatica Administrator V InformaticaPSNAWest v

Organization 2 Security Logs  w
Licenses View asset or security logs.

SAML Setup Security Logs (472)

User Name Updated On

Object Name Object Type Event

Metering

mboardman|PSNAWest Aug 10, 2022, 3:12 PM mboardmanIPSNAW est Authentication USER_LOGIN

Seftings

mboardmanIPSNAW est Aug 10, 2022, 3:01 PM mboardmanlPSNAWest Authentication USER_LOGIN

Users

mboardman|PSNAWest Aug 10, 2022, 2:58 PM mboardmanIPSNAW est User LOGOUT

User Groups

mboardmanIPSNAWest Aug 10, 2022, 12:11 PM

mboardmanIPSNAWest USER_LOGIN

Authentication
User Roles

joperez_west Aug 10, 2022, 11:37 AM joperez_west User LOGOUT

Runtime Environ...

USER_LOGIN

Authentication

joperez_west Aug 10, 2022, 11:37 AM joperez_west

Serverless Envir...

joperez_west Aug 10, 2022, 11:13 AM joperez_west User LOGOUT

Connections

joperez_west Aug 10, 2022, 11:12 AM joperez_west Avuthentication USER_LOGIN

Add-On Connec...

mboardman|PSNAWest Aug 10, 2022, 9:19 AM mboardmanIPSNAW est User LOGOUT

Schedules

USWPF1SGETF-AAD Aug 10, 2022, 7:33 AM USWPF1SGETF-AAD Avuthentication AGENT_LOGIN

Add-On Bundles

mboardmanIPSNAW est Aug 10, 2022, 7:33 AM mboardmanlPSNAWest Authentication USER_LOGIN

Swagger Files

mboardmanlPSNAW est mboardmanlPSNAWest

Aua 9.2077. 4:34 PM 10GOUT

User

Logs

1-25 of 472 1 of 19 > Items per Page: 25 v
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Example Solution

Enterprise Firewall

Informatica Intelligent Data
Management Cloud (IDMC)

.............. > Event Driven
—  Ship Security Logs
= Ship Service Logs

Informatica

Cloud Services Security Asset
Metadata Metadata

AP
: i REST
¥ : Connector
++ 4+
| I | Pull Agent Log Locations o +ableau
Pull Shared Location : O [-reremrnnnanas > . ‘
N V .
] - ~ kibana
. zon Azure Monitor

lICS Secure Agents Commercial Log CloudWatch

Aggregation
Analytics and Insights

(Splunk, ELK, Azure Monitor
Agent, Document Store DB, ...)

v

Write Flat File

18 © Informatica. Proprietary and Confidential. Shared Storage: Q |nf0rmatlca
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Informatica ICDM

Platform A
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Cloud Platform API - Login

https://dm-us.informaticacloud.com/saas/public/core/v3/login

Body

none form-data x-www-form-urlencoded raw

4 "username” : nboaxrdmar st “passwoxrd” :

"userInfo”: {

“sessionId": "AH

"id":

“name”:

“parentOxrgl

“orgld":

“oxrgName":

"groups": {
"Govt_and_Coxp_Bonds_Developer”:
"HR_Developexrs”: "5

“"Hackathon_Groups":

“Claims_Developers":

20 © Informatica. Proprietary and Confidential. 4‘ |nf0rmatlca



Cloud Platform API — Security Logs

https://nal.dm-us.informaticacloud.com/saas/public/core/v3/securityl og?q=entryTime>=2022-08-04T19:22; Z;entryTime<=2022-08-09T16:05:00.000Z

Hide auto-gene
KEY VALUE
Cache-Control 9 no-cache

Postman-Token D <calculated when request is sent>

<]

Host 9 <calculated when request is sent>

User-Agent D PostmanRuntime/7.29.2

(<

Accept © **
Accept-Encoding ) gzip, deflate, br

Connection @ keep-alive

INFA-SESSION-ID 1H]MwOFhBMIi26rHPJN7a4

21 © Informatica. Proprietary and Confidential. 4‘ |nf0rmatlca



Cloud Platform APl — Asset (Audit) Logs

https://nal.dm-us.informaticacloud.com/saas/api/v2/auditiog

Headers
KEY VALUE
Cache-Control @ no-cache

Postman-Token (® <calculated when request is sent>

(<]

Host (©) <calculated when request is sent>

(<)

User-Agent @ PostmanRuntime/7.29.2

Accept @ **

(<)

Accept-Encoding @ gzip, deflate, br

Connection @ keep-alive

icSessionld THMwOFhBMIi26rHPJN?:

"orgld":

username
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Cloud Platform APl — CDI Job Logs

https://nal.dm-us.informaticacloud.com/saas/api/v2/activity/activityLog

Headers
KEY VALUE

Cache-Control @ no-cache

Postman-Token (@ <calculated when request is sent>

<]

Host (@ <calculated when request is sent>
User-Agent 9 PostmanRuntime/7.29.2

Accept @] *f*

[N <<

Accept-Encoding @ gzip, deflate, br

<]

Connection @ keep-alive

icSessionld THJMwOFhBMIi26rHPJN7a4
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Steps using Data Integration

= Create Swagger Files (Describe REST API)
= Create REST v2 Connectors

= Build Mappings and Mapping Tasks

o Login to get Session Token
o Extract Security Log

o Extract Asset Log
o Extract CDI Job Log

= Build Taskflow

25 © Informatica. Proprietary and Confidential.




Swagger Files

Informatica Adminisirator VvV

Organization

Licenses

SAML Setup

Metering

Seftings

Users

User Groups

User Roles

Runtime Environm...

Serverless Environ...

Connectlions

Add-On Connectors

Schedules

Add-On Bundles

Swagger Files

Logs

Elastic Clusters

swagger_Login

Create a swagger file.

Swagger File Details

Name:

Description:

Runtime Environment:

URL:
Verb:

Authentication Type:

AP| Base Path:
API Path:
Username:
Password:
Token:

Token Secret:

Consumer Key:

Consumer Secret:

Accept:
Headers:
Query Params:
Operation Id:
Content Type:
Raw Body:

swagger_Login

sag_MattB
https://dm-us.informaticacloud.com
POST

None

/saas

/public/core/v3/login

MattBoardman

KR KKK KKK

application/json

Login

application/json

{ "username” : "mboardmanlPSNAWest", "password" : ™" }

© Informatica. Proprietary and Confidential.
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REST v2 Connections

Informatica A

Organization

Licenses

SAML Setup

Metering

Settings

Users

User Groups

User Roles

Runtime Environm...

Serverless Environ...

Connections

Add-On Connectors

Schedules

Add-On Bundles

Swagger Files

Logs

Elastic Clusters

File Servers

strator vV

L4 conn_RESTv2_LoginV3

Connection Details

Connection Name: conn_RESTv2_loginV3
Description:

Type: REST V2 (Informatica Cloud)
Created On: Jul 31, 2022 2:37:58 PM
Updated On: Jul 31, 2022 2:37:58 PM
Created By: mboardmanipsnawest
Updated By: mboardmanipsnawest

REST V2 Connection Properties @

Runtime Environment: sag_MattB

Authentication: Standard

Standard Connection Properties @

Authenfication Type: NONE

Auth User ID:

Auth Password:

OAuth Consumer Key:

OAuth Consumer Secret:

OAuth Token:

OAuth Token Secret:

Swagger File Path: C:\Temp\swagger\login.json
TrustStore File Path:
TrustStore Password:
KeyStore File Path:
KeyStore Password: FERAE I
Proxy Type: Platform Proxy
Proxy Configuration: <host=:<port>

Advanced Fields:

27 © Informatica. Proprietary and Confidential.
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Taskflow

-

¢y tf_GetCloudlogs Valid
Design
Assign...
o )| = GetSecurity Log
=] [
DataT.. |
Parallel '
P Paths 1 |
|
Notific... Login Equals {1} [>°< ) = GetAuditLog
Start Successful / \‘
) .
‘—D - Login V3 < I
' |
Comm.. \ '. A
‘ ) ‘= GetCDIActivity
[ | |
\ -
File Wa.. \ £
ey End 1
d
Ingesti... 0then~ise4>.
e
‘E‘ Get Security Log Properties
General
Input Fields (1)
Data Task
Name Type Valve Path
Input Fields
param_SessionKey Text Field: param_SessionKey mi-GetSecuritylogsBS — Inout — param_SessionKey
28
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Mapping: Login to get Session Key

== m_loginV3 Valid ‘ Save ‘ m @ ‘@‘ ’@ EC}

Design EEE '@' §< @ E] GD\ Q Parameters ®

=== Input Parameters <4
=-$
Source » param_LoginJSON string
src_RESTv2 expr_SetSessionKey tgt_Dummy
. > >b— In-Out Parameters <4
= few
» param_SessionKey string
LE X J
Validation 8} ®
L X ]
Properties  Preview & src_RESTv2 Q B
. Mapping is valid
L]
Select elements of Response to be mapped to Output Fields. Output groups and keys will be automatically generated. ¢
General
Response Structure (1 of 20 mapped) Output Fields
Source
rE] Show Fields: Al v find rE] Find
Field Mapping . . . .
— Element Name Cardinality Field Name Actions  Mapped Field
Fields v root 1-1 w root /root
v Response_200 0-1 sessionld /Response_200/userlnfo/sessionld
Partitions > productsArray 0-1
v userlnfo 0-1
sessionld 0-1
0O i 0-1
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Mapping: Extract Security Log

== m_SecuritylogBS Valid ‘Tve‘ m @ @ @ EE} : °

Design EEE ﬁ §< @ El (‘D\ G)\ Parameters @

=== Input Parameters <4
=3
Source
No Input Parameters.
'!55 src_Dummy exp_DateRange [ WS_Securitylog igi_SQL

o Do e > .
L In-Out Parameters %}=
0

» param_SessionKey string

Properties  Preview B+ WS_Securitylog

Validation 8} ®
Map Incoming Fields to elements of Request Structure to form web service request. N
General .
Incoming Fields Request Structure Mapping is valid
Incoming Fields
[_[;j Show: = Show All v Find [_[9
Web Service Show: = Show All v Find s
Field Key
Request Mapping v exp_DateRange w root”
M DateR
Response Mapping - v q (exp_DateRange.q)
+" new_SessionKey
) + INFA-SESSION-ID (exp_DateRange.new_SessionKey)
Output Fields sessionld
Advanced

30 © Informatica. Proprietary and Confidential. Q |nf0rmatlca



31

Mapping: Extract Asset (Audit) Log

== m_AuditlogBS

Design

Valid

[ see | HEEED EEEE @ O

EEE @ §< @ I% (9\ G)\ Parameters ®

Target

8 src_Dummy exp_BatchRange

Aggregator

B
-
o—

Cleanse

B

" foo

Properties  Preview & WebServices

[ WebServices exp_GetMinDate
>—T0 > o
L L feo

Input Parameters <4

No Input Parameters.

In-Out Parameters <+

» D’ » param_SessionKey string

wd

Validation

O
®

Mapping is valid

General

Incoming Fields
Web Service
Response Mapping
Output Fields

Advanced

© Informatica.

Map Incoming Fields to elements of Request Structure to form web service request.

Incoming Fields

Request Structure

[_E] Show: | Show All

Find [_E] Show: | Show All v

Find

ey

Field

w exp_BatchRange
new_SessionKey
+ batchld
+ batchSize

+ sessionld

Proprietary and Confidential.

Key

w root”
« batchld (exp_BatchRange.batchld)
+ batchSize (exp_BatchRange.baichSize)

+ icSessionld (exp_BatchRange.sessionld)

‘ Informatica



Mapping: Extract Data Integration Jobs Log

‘ S(lve ‘ m

Valid

== m_ActivitylLogBS

Design

w X

o B @« «

EBREE @

Parameters

Source

Target
src_Dummy

(5 ) -

Aggregator

B
@
—

Cleanse

Data Masking
@
Preview

Properties 2 ws_GetActivitylog

. \E.

ws_GetActivitylog

*»

1gt_SQL_Acivity

tgt_SQL_Entries

General

Incoming Fields

Map Incoming Fields to elements of Request Structure to form web service request.

Request Structure

Incoming Fields

[_E] Show: | Show All Find [_[9 Show: | Show All v Find E
Web Service

Field Key - oo
Request Mapping ¥ sic_Dummy
— R + icSessionld (src_Dummy.sessionld)

+ sessionld
Response Mapping
Output Fields
Advanced
32 © Informatica. Proprietary and Confidential.

Input Parameters

No Input Parameters.

In-Out Parameters

» param_SessionKey string

Validation

@)

Mapping is valid

) Informatica



-xample Dashboard using
Microsoft Power Bl




Example Data Model

34

= From Power Bl:

o Complete Security Log from API
o Complete Asset (Audit) Log from API

o Three-Level Activity Log from CDI API
« Activity Log
« Activity Log Events
 Activity Log Transforms (Source/Target)
o Reference Tables

« 1ICS Org Locations
*  Weekday Names

© Informatica. Proprietary and Confidential.

E{ Auditlog

B calc_orgid

o

Asset Lo

entryTime
entryTimeUTC
event

eventParam

1K>——
P —C % id

B Last30
message
new_SessionKey
objectld
objectName
orgld
sessionld

B TextWords

Collapse

ﬁ SecurityLog )
ActionCategory o ® !
®
Security Log
" Name
& Column org.id
E Date orgid_s
[ DateTime Owner
entryTime SR T parentorgid
E Lest30 POD
B LastMonth Provider
B Month Type
ObjectName URL
Orgld
B ThisMonth
Collapse ~ Collapse
1
[
\[ » _l
v
*
ﬁﬂ ActivityLog )
_type
E Date
*-€DI A
endTime
endTimeUtc
T failedSourceRows
Y failedTargetRows
hasStopOnErrorRecord
id
objectld
objectName
%
* [ orgid -
F parentTaskFederatedid 11—
WeekDay Iy - PK_Response_200
runContextType
Day 1 2 runld
DayNum sessionld
Collapse ~ startedBy
startTime
startTimeUtc
Y state
stopOnError

Y successSourceRows

Y successTargetRows

Collapse ~

ctivity Log--

ﬁ ActivityLogEntry [

_typel
agentld

endTimel
endTimeUtc1
entries
ERROR_CODE
errorMsg

Y failedSourceRows1

Y failedTargetRows1
FK_Response_200
hasStopOnErrorRecord1
id1
IS_SERVER_LESS

objectNamel
PK_entries
REQUESTED_COMPUTE_UNITS
runContextType1

Y runldl
runtimeEnvironmentld
SERVICE_TYPE
Session_Log_File_Name
sessionld
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ﬁ ActivityLogEntryTrans
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Y failedRows
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id1
sessionld

Y successRows
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Example Dashboard — From Security Logs

35

Org Locations

i3 Oregon, USA
Virginia, USA |

© 2022 TomTom, © 2022 Terms.
we ., Microsoft Corporation,
& Microsoft Bopenstreetiap

(‘ IICS Org Administration Dashboard - Security

1 5 15

Orgs Distinct Users

12

Distinct Agents Users Created

Last 90 Days Login Events L#st 30 Days Logins

©® AGENT_LOGIN @LOGOUT @USER_LOGIN

rtorresips... | N

Available Orgs
] nat

 [_] InformaticaPSNAWest

A ] uswi

~ [] C360.SaaS - Early Adopter Core
~ [] IPS Training Org 2

Last 30 Days Administration

Actor

© Informatica. Proprietary and Confidential.
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£ 4 @ jabraham_w...
g mboardm... | NN )
30 @ 7 — @jjohnstonelP...
3 ekleyn_west - 1 @ joperez west
=
é 20 Users and Groups
- DateTime Actor ActionEvent ObjectName A
o v
o 7/14/2022 9:08:06 PM  joperez_west CREATE abhshukla_west
10 7/13/2022 1:48:18 PM  jjohnstonelPSNAWestEnv ~ CREATE bthompsonIPSNAWestEnv
I II I I I I I I ‘ | | I 7/12/2022 8:15:13 PM  jabraham_west CREATE brclark_west
) .I .“I. I“ || . “I I.I In | ||. | 1i | I I I I. 7/12/2022 8:14:29 PM _ jabraham_west CREATE rsouth_west )
Jun 2022 Jul 2022 Aug 2022 7/12/2022 8:13:33 PM  jabraham_west CREATE ekleyn_west
Agent Login Events User Login Events
DateTime ActionCategory ActionEvent ObjectName DateTime ActionCategory ActionEvent Actor A
v v
8/10/2022 2:33:41 PM  Authentication ~ AGENT_LOGIN USWPF1SGETF-AAD 8/10/2022 10:12:41 PM  Authentication USER_LOGIN mboardmanIPSNAWest
8/9/2022 2:44:24 PM  Authentication ~ AGENT_LOGIN USWPF1SGETF-AAD 8/10/2022 10:01:04 PM  Authentication USER_LOGIN mboardmanIPSNAWest
8/8/2022 8:45:177 PM  Authentication ~ AGENT_LOGIN USWPF1SGETF-AAD 8/10/2022 9:58:28 PM  User LOGOUT mboardmanIPSNAWest
8/5/2022 2:22:43 PM Authentication ~ AGENT_LOGIN USWPF1SGETF-AAD 8/10/2022 7:11:31 PM  Authentication USER_LOGIN mboardmanIPSNAWest
8/4/2022 1:03:23 PM Authentication AGENT_LOGIN USWPF1SGETF-AAD 8/10/2022 6:37:34 PM  User LOGOUT joperez_west
8/4/2022 2:25:14 AM Authentication AGENT_LOGIN LAPTOP-GOUQPCTS 8/10/2022 6:37:30 PM  Authentication USER_LOGIN joperez_west
8/3/2022 7:50:31 PM Authentication AGENT_LOGIN USWPF1SGETF-AAD 8/10/2022 6:13:13 PM  User LOGOUT joperez_west
8/2/2022 2:52:38 PM Authentication ~ AGENT_LOGIN USWPF1SGETF-AAD 8/10/2022 6:12:46 PM  Authentication USER_LOGIN joperez_west v
8/1/2022 3:43:48 PM  Authentication ~ AGENT_LOGIN USWPF1SGETF-AAD 8/10/2022 4:19:48 PM  User LOGOUT mboardmanIPSNAWest



Example Dashboard — From Asset Logs

(‘ IICS Org Administration Dashboard - Activity

1

Orgs

6

Distinct Users

22

Object Types

Org Locations

7 Virginia, USA

© 2022 TomTom, © 2022 Terms
_ Microsoft Corporation,
& Microsoft §mgpenstreetiap

Oregon, USA

Distinct Objects

Available Orgs
A ] nal

~ [] InformaticaPSNAWest

A [C] uswi
v [] C360.5aaS - Early Adopter Core
~ [] IPS Training Org 2

Last 90 Days Activity

Last 30 Days Objects Last 30 Days Development

@®ADD_TAG @COPY @CREATE @ DELETE ¢ EXPORT @ IMPORT @ MOVE @Publish ® REMOVE_TAG P

36

150 o mboardma... [N
£
E rtorres|PSN... -
b
= ajabamalai._... I
< 100
3 Last 30 Days Popular Messages
o
§ i Flcati, P
N S cc: <
LI>J 50 =~ f, \A/Qp S i?,qgg/\éj;sﬂgmnei BSERV/CEg Qé?
> ~ S Q
SENYD Q Eipg OCESSN WIMEAIS 2'99 S § s
| S oy, S CRAAS, 50
& &,Mapp) /570‘;) Q*oBJEC ETQ
Cop, il ' @ aeyq s
II I _ =1 NECT/O%EQ Ce.SONR ent S é
0= B = = 1 | - EEE__  _E=sl= —_ - Q‘”QQ $J$M,g,arl£7ToR &L
Jun 2022 Jul 2022 Aug 2022 N (,)Qgg
Activity Audit Log
entryTime username category event eventParam message objectld objectName
-~
2022-06-29T14:49:20.000Z egamezIPSNAWestEnv SAAS_RUNTIME_  UPDATE UPDATE SAAS_RUNTIME_ENVIRONMENT aevent.SAAS_RUNTIME_ENVIRONMENT.UPDATE  8IMwY2o0aVFclsaATuGH7Cx 0z_AjayDirects_CDIE
ENVIRONMENT Successful.
2022-07-08T14:46:24.000Z egamezIPSNAWestEnv SAAS_RUNTIME_  UPDATE UPDATE SAAS_RUNTIME_ENVIRONMENT aevent.SAAS_RUNTIME_ENVIRONMENT.UPDATE  8IMwY2o0aVFclsaATuGH7Cx 0z_AjayDirects_CDIE
ENVIRONMENT Successful.
2022-07-08T14:52:50.000Z egamezIPSNAWestEnv SAAS_RUNTIME_  UPDATE UPDATE SAAS_RUNTIME_ENVIRONMENT aevent.SAAS_RUNTIME_ENVIRONMENT.UPDATE  8IMwY2oaVFclsaATuGH7Cx 0z_AjayDirects_CDIE
ENVIRONMENT Successful.
2022-07-08T14:54:42.000Z egamezIPSNAWestEnv SAAS_RUNTIME_ DELETE  DELETE SAAS_RUNTIME_ENVIRONMENT aevent.SAAS_RUNTIME_ENVIRONMENT.DELETE 8IMwY20aVFclsaATuGH7Cx 0z_AjayDirects_CDIE
ENVIRONMENT Successful.
2022-07-08T14:57:51.000Z egamezIPSNAWestEnv SAAS_RUNTIME_  UPDATE UPDATE SAAS_RUNTIME_ENVIRONMENT aevent.SAAS_RUNTIME_ENVIRONMENT.UPDATE ~ OhMImdplunOiF)5r15e6Uz 0z_AjayDirects-CDIE

ENVIRONMENT

© Informatica. Proprietary and Confidential.
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Example Dashboard — From CDI Job Logs

. . . Org Locations Available Orgs v
G IICS Org Administration Dashboard - CDI AT i
V' [_] InformaticaPSNAWest
1 33 9 4M =gy o
Virginia, USA

\ [] C360.SaaS - Early Adopter Core

Orgs Distinct Objects Users Target Rows B Micra oo, © 2022 Terms

37

. i N [_] IPS Training Org 2
90 Day Execution Heatmap ‘ '
YearMonthWeek 1-Sun 2-Mon 3-Tue 4-Wed 5-Thur 6-Fri Total o0 Dayioprotesses 2GPay lopEroressiypes
v
I t
20228 1 17 40 57 el .y':\AeTT
202280 s e 2 59 S e 74
202275 7 7’ W . 94— @ MTT DP
2022 7 1 3 E 32 _ . 123 — @ mboardmani... i
202270 2 2 1"
20226 4 2 20 22 | 90 Day Top Success Rows 90 Day Top Failed Rows
Total 7 58 38 43 2 31 179 | ok
: 1.4M — objectName L 80K objectName
I - o @ m _VFPA Rep.. @m VFPA Rep..
@ Mapping9 @ Mapping9
type @MTT ®MTT DP © MTT TEST — 55M @ mct_VFPA Sa... e @ mct_VFPA Sa...
Session Activity i
id type objectld objectName runid Date startTime endTime A
&,

012AJ1C1000000000JX2  MTT 012AJ10Z00000000005E  mt_AuditLogBS 6 8/10/2022 2022-08-10T18:12:47.000Z 2022-08-10T18:13:07.000Z
012AJ1C1000000000KP7  MTT 012AJ10Z00000000005C mt_GetSecurityLogsBS 13 8/10/2022 2022-08-10T18:12:47.000Z 2022-08-10T18:13:04.000Z
012AJ1C1000000000KU7 ~ MTT 012AJ10Z000000000059 mt_LoginV3 19 8/10/2022 2022-08-10T18:12:26.000Z 2022-08-10T18:12:43.000Z
012AJ1C1000000000KU6  MTT_TEST 012AJ10Z00000000005G m_CheckTime 32 8/10/2022 2022-08-10T17:24:22.000Z 2022-08-10T17:24:34.000Z
012AJ1C1000000000K8C  MTT_TEST 012AJ10Z00000000005G m_CheckTime 31 8/10/2022 2022-08-10T17:14:09.000Z 2022-08-10T17:14:22.000Z
012AJ1C1000000000Kk8B MTT_TEST 012AJ10Z00000000005G m_CheckTime 30 8/10/2022 2022-08-10T17:12:10.000Z 2022-08-10T17:12:23.000Z
012AJ1C1000000000KJG ~ MTT_TEST 012AJ10Z00000000005G m_CheckTime 29 8/10/2022 2022-08-10T17:11:14.000Z 2022-08-10T17:11:27.000Z
012AJ1C1000000000KDZ MTT_TEST 012AJ10Z00000000005G m_CheckTime 28 8/10/2022 2022-08-10T17:04:31.000Z 2022-08-10T17:04:44.000Z
012AJ1C1000000000K8A  MTT_TEST 012AJ10Z00000000005G m_CheckTime 27 8/10/2022 2022-08-10T16:51:31.000Z 2022-08-10T16:51:43.000Z
O<1 2AJ1C1000000000JX1 MTT DP  012AJ11700000000005D m CheckTime 5 8/10/2022 2022-08-10T16:50:03.000Z 2022-08-10T16:50:1 5.00(>)Z i

© Informatica. Proprietary and Confidential.
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Jsing a Document Store
Database (MongoDB)




Example: Hosted MongoDB (Atlas

’ 33 Informatica-Dev - O Access Manager ¥ Billing AllClusters  GetHelp v Matt v
s MDM Dev v i $% Atlas £ Realm %% Charts e 2 P

g DEPLOYMENT INFORMATICA-DEV > MDM DEV

Databases Database Deployments

£l DATA SERVICES

Triggers
® Cluster-IPSHackathon2021 ’ Connect ‘ ’ View Monitoring Browse Collections ‘ ‘ ‘ FREE  SHARED
Data APl PREVIEW ‘
8 SECURITY
Database Accese eR 0 (i ] Connections 15.0 (i} ein 29.3B/s (i) Data Size 329.2 MB (i) ‘ Enhance Your Experience
oW O e Out 0.0B/s
Network Access Last 6 hours Last 6 hours Last 6 hours Last 18 hours For production throughput and
0.02/s 15.0 1.3 KB/s 512.0 MB richer metrics, upgrade to a
Advanced dedicated cluster now!
Upgrade
VERSION REGION CLUSTER TIER TYPE BACKUPS LINKED REALM APP ATLAS SEARCH
4412 AWS / Oregon (us-west-2) MO Sandbox (General) Replica Set - 3 nodes Inactive None Linked Create Index
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ICS agent connection for MongoDB

& cnct_MongoDB_Infa_Hackathon

@The test for this connection was successful.

Connection Details . Req u | re SS L mOd e

Connection Name: cnci_MongoDB_Infa_Hackathon

_— = Connect to primary shard rather than the cluster
Created On: Feb7, 2022 1:55:07 PM

= Whitelist secure agent IP from Atlas

Created By: mboardmanipsnawest

Updated By: mboardmanipsnawest

= Additional connection parameters:

MongoDB Properties @

Runtime Environment: localhost localdomain O re‘t rywrites =tru e

Connection Section

Host Name: cluster-ipshackathon202-shard-00-01.kusa5.mongodb.net: 27017 O W - m aJ O r I ty

Port: 27017

User Name: Infa_Hackathon2022
Password: ~  kxdkEaxs

Dotabase Name: infa_hackathon_logfiles
SSL Mode: require

SSL TrustStore Path:
SSL TrustStore Password:

Additional Connection Properties: retry\Writes=true &w=majority
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Viewing Secure Agent Log Data

¢ MongoDB Compass - cluster-ipshackathon202.kusa5.mongodb.net/infa_hackathon_logfiles.agentcore.log

Connect View Collection Help

infa_hackathon_logfiles..

Local Documents

v 1 DBS 29 COLLECTIONS [

infa_hackathon_logfiles.agentcore.log

= MongoDB Compass

HOSTS Documents Aggregations Schema Explain Plan Indexes Validation

— View logs in canonical format clsor pehackatbon202+..

cluster-ipshackathon202-s. ..

cluster-ipshackathon202-s...

— View complete error messages
(may span multiple lines in log) o ot

EDITIO _id: object1d("62@28caebsee26cdbd77f224")

v metadata: Object

. M O n g O D B B I CO n n eCtO r Mo QODB 4412 Enterpnse agent: "todo_agent_name”
start_time: "todo_uTC_timestamp”
Filter your d end_time: "todo_UTC_timestamp”
v events: Array
v @: 0bject
ts: "2022-01-26 16:

infa_hackathon_logfiles tz: TESTY

— Plugin to allow SQL queries

com.informatica.saas.tunnel.TunnelClientHttp4Impl]™
msg: "Tunnel is closed due to shutdown.”

I agentcore log

v 1:0bject
local ts: "2022-01-26 16: 31,823"
sample_airbnb

agentAuditLogger]”

sample_analytics msg: "[LCM_16015] process-engine-12383155.2.1 local state is removed (previo...”

v 2: 0bject
sample_geospatial ts: "2022-01-26 16:

tz: "esT"

sample_mflix

"[com.informatica.saas.lcm.lcmnative.Processsupervisor]”

ec<Moni Co S c:\ A~1\ M~2\apps\ t..."
e emiatmmis msg: "ProcessMonitor [CommandSpec command[C:\PROGRA~1\INFORM~2\apps\Data_Int

v 3:0bject
sample_supplies ts: "2022-01-26 16: ,725"
PSR tz: "EST"

- RROR"
sample_training

sample_weatherdata

ts: "2022-01-26 16 4,725"
errstack: "java.nic.cr.larsetjMalfo"medrnputE:-:ception: Input length = 1
at java.ni...
v 5:0bject
ts: "2022-01-26 16: 737"
tz: "EST"
sev "
c1c: "lacentauditi nocarl®
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Demo: Extract Logs from Secure Agents




Python translation from Log4J to JSON format

temp.py X 10 req_3.py X untied0.py X  sa_log parser 02.py X  sa_log_parser_cfg 02.

I = Usage
json
datetime Here you can get help of any object by pressing Ctri+ in front of it,

either on the Editor or the Console.

Help can also be shown automatically after writing a left parenthesis

ofile_hdr
"met next to an object. You can activate this behavior in Preferences > Help.

New to Spyder? Read our

ofile_trl = *

config = {}
dir_ofile = “c

config load():
config
(7

config = json.load(json_file)

0g_pa

parse():
1f ;
ifile to _full : '/* + 1f[ 'Log_file_name ']
ofile = dir_ofile + 1f['log file_name ." + datetime.datetime.now().strftime( '3Y_
\(ofile, “w")
d={}
first_line=T
errs=
last_ts=

Help Vvariable Explorer Plots Files Profiler

Console 1/A X

datetime

of .urite(ofile_|

en(errs) d:
of .write( runfile(
ele=re.findall(r'([\d ] 1-Z]{3,3}) 3-Z]{2,6}) *) *)‘,1line) a g_parser_62.py"
en(ele) > @:

len(errs) > @: runfile('C: /U
+ last_ts + ofs rrstack)\ + json.dumps(errs) + “}," g_parser_02.py

runfile(
parser_02.[
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Python translation from Log4J to JSON format

temp.py X t0_req_3.py X untied0.py X sa_log_parser 02.py X  sa_log _parser_cfg_02.json X

{ Usage
"metadata”
:p""g""”»”a”e'. 52 Here you can get help of any object by pressing Ctri+l in front of it,
program_version” : either on the Editor or the Console.
}s
"log_files™ : [ Help can also be shown automatically after writing a left parenthesis
{ ] next to an object. You can activate this behavior in Preferences > Help.
"1cg_fue_naie" 5
"log_file full_path Les stica i Secure t s/agentcore
< = | E ] g ”
"log_file_last_read_ts" : "~ New to Spyder? Read our

"log_file pattern” :
"log_file pattern_err” :
"log_file_type" : 1"

"log_file_name” : "infaag
"log_file_full path" : “C:
"log_file_last_read_ts
"log_file pattern” :
"log_file type” :

Help Vvariable Explorer Plots Files Profiler

Console 1JA X

datetime

runfile(’c
g _parser 02.p

runfile(
arser_92
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Python translation from Log4J to JSON format

C:\tmp\isa_files\infaagent.log.2022_04_12_16_00_06 json - Notepad-++ - o X
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ? X

o |m = @ E E X avegEx [E by pressing Ctri+ in front of it,

cBDHB R HGB8 IHD|PC nig| x|l =
x| DN J| @ SIS0 Hinfasgentlog 2022_04_12_16_00_06 json £3 <
y after writing a left parenthesis
B{ ~ : - "ERROR", falllis behavior in Preferences > Help.
"Failed to log audit message due to: HTTP POST request failed due to IO error:

nal.dm-us.informaticacloud.com; nested exception is org.springframework.web.client.ResourceAccessException: I/0O
error-on- POST request for \"http://audit-service/saas/api/agent/vl/agent-log-entry\":
nal.dm-us.informaticacloud.com; nested exception is java.net.UnknownHostException: nal.dm-us.informaticacloud.com"”
2264 [ { I
22€5 ":."2022-02-16 18:26:48,885",
"Log4j2-AsyncAppenderEventDispatcher-1-asyncAppender",
"ERROR",
"Failed to log audit message due-to: HTTP POST request failed due to IO error:

e nal.dm-us.informaticacloud.com; nested exception is org.springframework.web.client.ResourceAccessException: I/0O
error on-POST request for \" ;://audit- vi i 4 t-log- A
n nal.dm-us.informaticacloud.com; nested exception is java.net.UnknownHostException: nal.dm-us.informaticacloud.com” o
o - ¥
w 7 = {
e "2022-02-16-18:26:48,903",
i "Log4j2-AsyncAppenderEventDispatcher-l-asyncAppender"”,
n "ERROR",
£ "Failed to-log audit message due to: HTTP POST request failed due to IO error:
o nal.dm-us.informaticacloud.com; nested exception is org.springframework.web.client.ResourceAccessException: I/0
r error-on- POST request  for \"http://audit-service/saas/api/agent/vl/agent-log-entry\": A
m nal.dm-us.informaticacloud.com; nested exception is java.net.UnknownHostException: nal.dm-us.informaticacloud.com"
a < }e
t . e {
g "2022-02-16-18:26:48,904",
a 2278 : - "Log4j2-AsyncAppenderEventDispatcher-1-asyncAppender"”,
5 22 : "ER}?«OR", . y
22 ‘: "Failed to log audit message due-to: HTTP POST request failed due to IO error:
nal.dm-us.informaticacloud.com; -nested e tion is org.springframework.web.client.ResourceAccessException: I/0
= error-on POST request-for \"http: udit- vi 1 /v -log- 2=
© nal.dm-us.informaticacloud.com; -nested exception is java.net.UnknownHostException: nal.dm-us.informaticacloud.com"
o b,
"
i’ {
;| 2283 ":."2022-02-16-18:26:48, 906", v
length : 207,343 lines: 2,295 Ln:2295 Col:2 Pos:207,344 Windows (CRLF)  UTF-8 INS
D Music [&f infaagent.log.2022_03_09_16_51_44,json

&) Pictures [ infaagent.log.2022_03_09_16_47_22,json 2022 4:48 PM JSON File
B Videos [& agentcore.log.2022 03 09_16_47_18son 3/9/2022 4:47 PM JSON File
2 Windows (C:) v [&f infaagentlog.2022 03 0916 45 04json 3/9/2022 4:46 PM JSON File "

S6items 1item selected 195KB
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Python translation from Log4J to JSON format

B &

O

temp.py X

Documents by pressing Ctri+ in front of it,

infa_hackathon_logfiles.agentcore.log oocinsirs: 10 ooxe ] 8 aner writing a left parenthesis

falhis behavior in Preferences > Help.

Indexes Validation

* OPTIONS m RESET 2

splaying documents 1-120f 12 < >  C REFRESH

_____ 3/9/2022 4:47 PM
03.09_16.45_04s0n 3/9/2022 4:46 PM JSON File 1KB -

[EH=

JSON

File
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Links to APl Documentation

[ICS Platform API:
https://docs.informatica.com/integration-cloud/cloud-platform/current-version/rest-api-reference/informatica-intelligent-cloud-services-rest-api.html

CDI API:
https://docs.informatica.com/integration-cloud/cloud-platform/current-version/rest-api-reference/data-integration-rest-api.htmil

CAl API:
https://docs.informatica.com/process-automation/informatica-activevos/current-version/7-—apis—-sdks-—-and-services/administration-api/other-server-

admin-apis/process-monitoring-api.html

CMI API:
https://docs.informatica.com/integration-cloud/cloud-platform/current-version/rest-api-reference/mass-ingestion-files-rest-api.html

CIH API:
https://docs.informatica.com/integration-cloud/cloud-integration-hub/current-version/cloud-integration-hub/cloud-integration-hub-rest-apis.html

MDM SaaS:
https://docs.informatica.com/master-data-management-cloud/business-360-console/current-version/business-360-rest-api-reference/business-360-
rest-api/rest-api-quidelines.html

MongoDB Connector:
https://docs.informatica.com/integration-cloud/cloud-data-integration-connectors/h2l/1251-configuring-the-simba-mongodb-jdbc-driver-options-for-
mongo/configuring-the-simba-mongodb-jdbc-driver-options-for-mongodb-co/configure-the-simba-mongodb-jdbc-driver-options-in-a-mongodb-
con/configure-the-simba-mongodb-jdbc-driver-properties.html
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https://docs.informatica.com/integration-cloud/cloud-platform/current-version/rest-api-reference/informatica-intelligent-cloud-services-rest-api.html
https://docs.informatica.com/integration-cloud/cloud-platform/current-version/rest-api-reference/data-integration-rest-api.html
https://docs.informatica.com/process-automation/informatica-activevos/current-version/7----apis--sdks--and-services/administration-api/other-server-admin-apis/process-monitoring-api.html
https://docs.informatica.com/integration-cloud/cloud-platform/current-version/rest-api-reference/mass-ingestion-files-rest-api.html
https://docs.informatica.com/integration-cloud/cloud-integration-hub/current-version/cloud-integration-hub/cloud-integration-hub-rest-apis.html
https://docs.informatica.com/master-data-management-cloud/business-360-console/current-version/business-360-rest-api-reference/business-360-rest-api/rest-api-guidelines.html
https://docs.informatica.com/integration-cloud/cloud-data-integration-connectors/h2l/1251-configuring-the-simba-mongodb-jdbc-driver-options-for-mongo/configuring-the-simba-mongodb-jdbc-driver-options-for-mongodb-co/configure-the-simba-mongodb-jdbc-driver-options-in-a-mongodb-con/configure-the-simba-mongodb-jdbc-driver-properties.html

Thank you!

« Informatica Network:
https://network.informatica.com/

« Informatica Product Documentation:
https://docs.informatica.com/

* Informatica Velocity:
https://velocity.informatica.com/
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