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Housekeeping Tips 

 Today’s Webinar is scheduled for 1 hour

 The session will include a webcast and then your questions will be answered live at the end of the presentation

 All dial-in participants will be muted to enable the speakers to present without interruption 

 Questions can be submitted to “All Panelists" via the Q&A option and we will respond at the end of the presentation 

 The webinar is being recorded and will be available to view on our INFASupport YouTube channel and Success Portal. 
The link will be emailed as well. 

 Please take time to complete the post-webinar survey and provide your feedback and suggestions for upcoming topics. 



Feature Rich Success Portal 
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Product Learning 
Paths and Weekly 
Expert Sessions

Bootstrap trial and 
POC Customers

Informatica
Concierge with 

Chatbot integrations  

Enriched  Customer 
Onboarding 
experience  

Tailored training and 
content 

recommendations 
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More Information

Success Portal

https://network.informatica.com

Communities & 
Support

Documentation

https://www.informatica.com/in/servic
es-and-training/informatica-
university.html

University

https://success.informatica.com https://docs.informatica.com
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Safe Harbor

The information being provided today is for informational purposes only. The 

development, release, and timing of any Informatica product or functionality 

described today remain at the sole discretion of Informatica and should not be 

relied upon in making a purchasing decision.

Statements made today are based on currently available information, which is 

subject to change. Such statements should not be relied upon as a 

representation, warranty or commitment to deliver specific products or 

functionality in the future.
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Agenda

• Portfolio of Data Governance and Privacy Use Cases

• Data Governance Framework

• Overview of Data Privacy Management

• Integration of Axon, EDC, IDQ and DPM

• Data Governance and Privacy Architecture

• Demo

• Q&A
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Portfolio of use cases

Data Privacy 
and 

Governance

Healthcare
Patient Data Analytics
Real time case prioritization
Pregnancy Management
Personalized Medications and Care
Population Health Management
IDMP Compliance

Medical

Gene Analytics
Medical Imaging Insights
Device and Drug Comparative Effectiveness
Diagnostic Error Prevention

Public Sector

Citizen Services
Identity Resolution for Fraud and Abuse
Crime and Disorder Analysis
City Planning

Digital Transformation
Marketing Analytics

Demographics Analytics
Risk Evaluation and Optimization

Retail

Insurance

Channel Analysis
Marketing Analysis
Product Development
Supply Chain Management

Financial 
Services

Compliance (GDPR,, CCPA, BCBS 239 etc.)
Marketing Analytics

Risk Assessment and Fraud Detection
Data Security and Deidentification

Portfolio Analytics
Personalized Financial Planning

Customer Operations Automation

Automotive and 
Transportation

Smart Metering
Supply Chain and Production Optimization

Predictive Infrastructure Maintenance

Energy and 
Manufacturing

Engine Monitoring and Autonomous Maintenance
Ride Sharing Analytics and Optimization

Route Optimization



Data Governance 
Framework
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The Informatica Data Governance Framework

+

People

People collaborate on determining the technology requirements, define the processes and ultimately drive the data 
governance outcomes that support the strategic business drivers.

+

Process
Data Governance processes empower people to formally manage data assets are formally throughout the enterprise. 
These processes ensure that trusted data is used for critical business processes and decision making.

+

Technology

Technology capabilities include the platforms, tools, and subject matter expertise required to enable a sound data 
governance process.

Governance  Outcomes

Governance outcomes are the results that need to be realized to support the Strategic Drivers within an organization.  
+

Strategic Business Drivers

Strategic Business Drivers define the business goals and critical success factors that help drive the success of the 
organization. +
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The Informatica Data Governance Framework

360 degree view of 
customer

Data 
Democratization

Data & Process 
Standardization

Improved Data 
Quality

Governance  Outcomes

Strategic Business Drivers

Regulatory  
Compliance

Digital 
Transformation Profitability Business

Innovation

DG Org Structure Role Formalization Program Charter Training

People

+

+

+

Process

Change ControlIssue Prioritization
Business Rule 

Review
Policy 

Development +

+

Technology

Metadata Tools Data Lineage Data Quality 
Profiling Access Control
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Enabling Data Governance

ETL

QualityData Sources

Cloud

Security

DWH
+++

BI & Analytics

CLAIRETM

(ENTERPRISE UNIFIED METADATA INTELLIGENCE)

AXON

Business  Context
KPIs 

Metrics
Reports

DATA SOURCES ETL DATA QUALITY CLOUD DWH SECURITY BI & ANALYTICS

EDC

Physical Context
Schemas

Tables
Columns

Model

IDQ

Data Quality Rules
Scorecards
Dashboards

Quality Metrics

DPM

Privacy Policies
Risk Reporting

Subject Registry
Data Protection

ORGANIZATION PEOPLE ENTERPRISE

Data Governance Council
Stewardship Committee
Chief Data Office

Data Stewards
Technical Stewards
Data Analyst / Data Scientist
Data Privacy

One Stop Shop
Consume-ability
Feedback  / Crowdsourcing
Scalability

PROCESS

Data Ownership
Workflow Collaboration
Alert / Notification
Automation
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Operationalizing a Governance Effort
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The Only Integrated Data Governance Platform
Integrated, Automated Robust Tools Enabling Self-Service & Data Steward Productivity

Business content of data, define processes, policies, 
Ownership/stewardship and enable non-technical consumer 
The ability to understand and access data.

Data Governance
Axon Data Governance

Measure data quality metrics 
and scorecards

Operationalize

Discover & classify what’s 
being defined. E.g. Schemas, 
Tables, Columns, etc.

Automation

Enforce policies and measure 
policy impact, report on risk 
exposure, respond to privacy 
requests, protect data, perform 
breach analysis

Enforcement
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Data Privacy Governance

Understand Data Risk Respond to Data Subjects Remediate Risk Impact

EDC & Data Privacy 
Management

Data Privacy 
Management

Axon Data
Governance

Customer 
360

Data 
Masking

Data 
Archive

Data Analytics 
and IoT

Cloud / DX

CIM & Loyalty 
Program Data

Confidential 
Records

Sensitive Files

Discover & Classify 
Personal Data Define & Manage

Privacy Governance
Policies for Data

Map Identities to 
Data, Report on 

DSARs
Secure and Protect PII 

& Sensitive Data
Data Minimization & 

Masked Data Archiving
Prioritize Risk

Manage Consent



Data Privacy 
Management
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Data Privacy Management

DPM helps organizations discover, classify, 
protect and monitor personal and sensitive 
data across their enterprise.

• Sensitive Data Policies and Classification 
• Risk Scoring
• Orchestration of Remediation 
• Subject Registry
• Alerts / Monitoring
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Location of Data
Which stores contain 

key data assets?

Protecting your assets

Access to Data
Who is accessing key 

data assets?

Risk to Data
What is the risk to the 

key data assets?

Movement of Data
Where do the key data 

assets move to?

MaskEncrypt

Responding to Privacy Requests

Data Classification
What is the classification 

level of the data?
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Intelligent Discovery and Classification
Discover, classify and analyze
sensitive data:

• Conformance scoring, 
black/white lists with recommendations, to 
limit false-positives/negatives

• Multiple compliance policies for 
contextual classification (OOTB)

• Support for structured data, semi-
structured data, unstructured data

• Proliferation, capture movement of 
sensitive data
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Subject Registry for User Transparency
Identity mapping for GDPR, CCPA and other privacy legislation

Single-View of a Data Subject:
• Data Subject records level matching 

& linking automation
• Only data elements needed for 

matching is stored
• List/locations of the data stores 

that contain subjects’ data
• Mapping of a subject’s attributes (data 

domains) that exist in various stores
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Risk Analytics

Analyze & monitor 
privacy risk

• Remediate with data protection
• Understand data 

privacy compliance
• Monitor for data misuse 

and privacy violations
• Prioritize investments 

and resources
• Support audit & compliance

Classification/Discovery
Define and discover physical and logical 

locations of sensitive data. 

Proliferation
Movement of data inside and 
outside the organization.

Liability Cost
Value of data loss to 

the organization.

User Access/Activity
Frequency and 

volume of user activity.

Volume
Number of 
records.

Protection
How the data itself 
is protected.

Custom Risk Factor(s)
Define, measure, argument any other 
criteria as a risk
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Orchestrate Remediation for Data Protection

• Initiate Workflows to 
Remediate Risks:
• Trigger supporting business process:  

ServiceNow
• Integration to Informatica 

data protection
• Out-of-the-Box  3rd-Party Protection 

Integration: Ranger, Sentry, Microsoft
• Custom scripting
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Monitor Data Use and Cross Border Flows

• Alert on excessive data access 
and cross border flows:
• Data movement across borders
• Excessive data access by users
• User behavior that might be risky and 

expose an organization to data misuse
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Privacy Dashboard

• A new dashboard with “privacy-oriented 
metrics”

• Provides one quick view of status of 
Privacy Operations

• Call to action for critical time-bound 
Subject related tasks

• Switch to Security dashboard as required

• Set default view – “Privacy” vs “Security”
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Key Privacy Indicators in Privacy Dashboard

Provides data on number of subjects in the system

Total Number of subjects with legal holds in the system

This data updates whenever a subject scan runs

Trend line of subject requests in the system

Updates real-time as the requests are made 

Number of Subject types in the system

Number of subjects per Subject type

Number of data stores with subject data in the system

Number of data stores where data is shared with third parties
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Protect Data and Applications
Data Protection for all use cases

• Mix of authorized and unauthorized 
users

• Cannot change underlying data
• Existing app infrastructure must remain 

as-is

• All users are unauthorized
• Data must be meaningful and fit for 

purpose
• Never a reason to revert to original 

values

Dynamic Masking
Use Case: Production Data/ Data Lakes

Persistent Masking
Use Case: Test/Dev, Analytics Data

App Users Prod Support Testers Developers

Data at Rest Encryption
Use Case: Data Lakes/Data Warehouses

• Data Protected at Rest
• Access to sensitive data by policy
• Existing app infrastructure must remain 

as-is

Data Scientist DBA



Integration of Axon, 
EDC, IDQ and DPM
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✔
**********✔
**********✘ **********

Quality / Master

Democratize Data, Put Risk in the Rear View Mirror, Unleash Value

CRM

Analytics

Scientists

Marketing

Custom

APIs, etc.

Curate & Normalize 
Clean Raw Data

Informatica Data Privacy
Governance Framework

Safe Democratization
and Consumption

Axon

Data 
Masking

MDM

Partner 
Solutions

DPM

Ingest Enterprise-
Wide Data Sources

Intelligent Data 
Integration

Intelligent 
Data Quality

Intelligent Master Data Management

• Discover and classify data
• Share metadata with DPM

• Role-based access control
• Anonymization, FPE

• Consent management
• Customer 360 visibility

• Privacy UX
• Privacy management

DPM – Operationalize your data privacy controls
• Discover and classify personal & sensitive data
• Map data to identities for access controls, DSAR reporting
• Assess risk and cost impact of data exposure decisions
• Remediate data protection (masking, consent, archive, etc.)
• Audit controls for privacy compliance effectiveness

EDC

• Data flow transparency
• Policy definition / operations
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Cross Product View

Axon Data 
Governance

• Define Business Term, 
Processes and Policies

• Define Critical Data 
Element

Informatica Data 
Quality

• Data Quality Rule Design
• Measure DQ metrics and 

Scorecards 

Enterprise Data 
Catalog

• Catalog Technical Metadata
• Data Lineage
• Change Impact

Link business and 
technical metadata

Link data
quality rules

Read privacy 
information 

Share technical 
metadata

Link profiles /
scorecards

Data Privacy 
Management

• Identify Sensitive Data
• Measure Risk & Protection
• DSAR Reporting & Tracking 
• Orchestrate remediation
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Axon 
Systems

Resource 
(EDC)

Data 
Stores 
(DPM)

Systems 
(Axon)
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Data 
Governance 

View of 
Privacy

Policies 
(Axon)

Classification

Security

Policies 
(DPM)

Sensitive 
Data 

(DPM)
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Process 
(Axon) Dashboard 

(DPM)
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Accelerate Privacy Time to Value with Catalog Integration
Informatica Enterprise Data Catalog integration with DPM

Import data stores and 
scan results from EDC

Highlight policy gaps for 
incremental scans

OnDemand Sync 



Third Party 
Applications

LDA
P A

uthentication (A
ctive Directory)

Applications
like SAP

Business 
Intelligence

Data 
Integration
Tools

Data 
Warehouses

Hadoop 
Clusters

Databases 

Source 
Systems

Data Quality
Repository

Data Quality 
Rules

Data Profiling
Results

Oracle/DB2/SQL Server

EDC/DPM Metadata
Repository

Cloudera/Hortonworks/HD 
Insight/IBM BI

YARN APPS

HBase

Data Quality & 
MDM

Enterprise Data 
Catalog

• Taxonomies 
and Hierarchy

• Glossaries
• Reference 

Data
• Workflow
• Physical 

evidence 
(systems, 
data) 

Axon

Postgre
SQL

Informatica Platform

*Not all services are shown here

Users

Web 
Browser

Informatica 
Developer 

Client  

Data Privacy & Governance Architecture 

Data Privacy 
Management

• Data Quality Rules 
Creation

• Data Profiling
• Other DQ application 

development
• MDM Hub 

• Risk rank data stores
• Subject Registry
• Data protection 

workflows
• User Activities
• UBA

• Technical Metadata 
Extraction

• Technical Metadata 
Lineage

• Google for Data

Data Profiling

Metadata Extraction

Masking
• Build global 

rules
• Execute data 

protection

Data
domains 

Data
domain
s 

Scan 
Results 

Data Protection

Archive/Retire
• Legal Holds
• Retention 

Policies
• Lifecycle Mgt

Retire Data



Demo



Questions?

?



Thank You!
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