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Housekeeping Tips 

➢ Todays Webinar is scheduled to last 1 hour including Q&A

➢ All dial-in participants will be muted to enable the speakers to present without interruption 

➢ Questions can be submitted to “All Panelists" via the Q&A option and we will respond at the end of the presentation 

➢ The webinar is being recorded and will be available to view on our INFASupport YouTube channel and Success Portal. 

The link will be emailed as well. 

➢ Please take time to complete the post-webinar survey and provide your feedback and suggestions for upcoming topics. 



Success Portal 
https://success.informatica.com

Learn. Adopt. Succeed.

© Informatica. Proprietary and Confidential.

FREE Product 
Learning Paths 

and weekly Expert 
sessions 

Bootstrap product 
trial experience

Informatica
Concierge with 

Chatbot integrations  

Enriched  Onboarding 
experience  

Tailored training and 
content 

recommendations 

https://success.informatica.com/
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Safe Harbor

The information being provided today is for informational purposes only. The 

development, release, and timing of any Informatica product or functionality 

described today remain at the sole discretion of Informatica and should not be 

relied upon in making a purchasing decision.

Statements made today are based on currently available information, which is 

subject to change. Such statements should not be relied upon as a 

representation, warranty or commitment to deliver specific products or 

functionality in the future.



5 © Informatica. Proprietary and Confidential.

Disclaimer

• Compliance with the GDPR will be based on the specific facts of an organization’s 
business, operations and use of data.

• This presentation provides a set of discussion points that may be useful in the 
development of an organization’s GDPR compliance efforts, and is not intended to be 
legal advice, guidance or recommendations.

• An organization should consult with its own legal counsel about what obligations they 
may or may not need to meet
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Agenda

GDPR Nutshell-Why When Where What ?

Consent Data Services and Architecture

Business Implications (Data Protection EU/Non EU)

Unleashing power of MDM with governance

Live-Consent Mastering demo-Informatica Solution Covering All
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GDPR nutshell

WHY? WHEN? WHERE? WHAT?

❖ GDPR is about harmonization of 

protection of personal data in 

regard to its processing ways and 

also increase powers of subjects/ 

authorities to take action against 

non compliant business

❖ All 28 EU member countries

❖ EU business,organizations,authorities,non-

profit organizations

❖ Business outside EU processing personal 

data about EU citizens

❖ Protection of personal data 

through individual consents via 

organizational,  administrative 

or technical means and provide 

evidence of that protection



The Big Picture
Key changes of the GDPR

❖Tough penalties:

❖Right to be Forgotten

€’000 €’000,000

Fines of up to 4% or €20M of annual global
turnover

Previously fines were limited in size and impact. 

GDPR fines will apply to both controllers and processors.

Data Subjects have the right to be forgotten and 

erased from records, cease further dissemination 

of the data, and potentially have third parties 
halt processing of the data

Regulation also applies to non EU companies that process

personal data of individuals in the EU

❖ Borderless Scope

Consent for processing personal data must be clear, context

based and must seek an affirmative response. It must be as easy to 
withdraw consent as it is to give it.

❖ Affirmative & Retractable Consent

Previously fines were limited in size and impact. GDPR fines will apply to both 
controllers and processors.

❖ Breach Notification within 72 Hours
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DiscoveryDefinition

GDPR

Do you know where all your in-scope 
data is?

Do you know what data you hold, who 
has access to it, and for what purpose?

Do you know how you will protect your 
data and apply appropriate controls?

Do you know how you will manage 
consents and enacting rights?

Execute: Manage, Protect & Monitor

GDPR
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DiscoveryDefinition

Sensitive Data Discovery & Risk 
Informatica Secure@Source ®

Data Governance
Informatica Axon™ 

Archiving & Anonymization
Informatica Data Masking & Archiving

Subject Rights & Consent Mastering  
Informatica Master Data Management

Execute: Manage, Protect & Monitor

GDPR

Informatica Data Governance & Compliance Solution for GDPR
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GDPR Perspective-Why MDM needs DG?

MDM Governance

Standardized Methods and Data Definitions

Roles & Responsibilities

Decision rights

Arbiters & Escalation

Lineage/Statistics

Execution Analysis/Monitoring

Provide Rules 
guidance

Create & Enforce 
Compliance,Policies

Track Progress

Provide Feedbacks

Cleansing & Duplication 

Measurement & Monitoring 

Master/Ref Data 

Maintenance

Discovery & Profiling

BPM/Workflow 

(ActiveVOS)

Data Publish/Sharing

®
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Enforcing Governance -informatica Solutions 

• IT should not own DG program

• Business should be Key drivers of DG program while 

IT as participating member laying down MDM/DQ 

Frameworks. 

Subject Rights and Consent 
Compliance

• Do you know whether you have 
consent to hold and use this data?

• Do you know how you will protect 
your data and apply appropriate 
controls?

•

•

Enforcing GDPR process &               

Consent Mastering via C360 10.4
IT Business Collaboration via 

MDM BPM Workflows(ActiveVos)
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Business implications(GDPR - a big shift in management of Consent)

In past:

• Opt-in, Opt-out flag

I only know that 
somewhere, somehow and 
sometime I got the consent 

to use the data.

Consent is not just an Opt-in/Opt-out flag… I need to provide:

❖ WHY: The purpose for which the consent was collected. 

❖ WHEN: The time I need the data stored for that purpose. Typical default is 6 months. 

❖ WHAT: What data needs to be collected for that purpose. 

Now
• Consent proofs - accountability
• Privacy by default
• Controllers
• Purposes
• Policies
• Retention periods
• Share with 3rd party
• Audit
• History
• Cross border policies
• Portability to other parties
• Portability from other parties
• Withdrawal, rectification, objection and access 

rights
• Right to be forgotten
• Anonymization
• “In behalf of” data
• Unstructured data (i.e. images)
• Single view of person
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Expanded GDPR Rights achieved with MDM

❖ Right to be informed

❖ Right to erasure(RTF)

❖ Right to data portability

❖ Right to restriction

❖ Right to rectification

❖ Right of access
❖ Including additional processing details

Security?

Role & processing-purpose

specific layouts

Other MDM functionalities required/wanted for

GDPR:
Metadata? Audit?

Special care (with aditional metadata) when:
Subject is a child: a proof with the consent of the

parents should be provided.

Shared cross borders outside the EU: we need an

special consent of the subject, we need to inform the

destination country, we’ve to respect the laws.

Shared with 3rd party providers: we’ve to inform to

the subject what is the 3rd party and specify how he 

can apply his rights to that party.

❖ Right to object

❖ Right to prevent automated 

processing, including profiling

Complete 

Consent lineage, 

log the personal 

data usage.
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Introduction: GDPR non-MDM functionalities

Other functionalities required for GDPR that we don’t pretend to cover with MDM:

• Data breaches: in case a data gap occurs, the affected subjects has the right to be informed. It’s
more a Forensic task.

• Policy definition: a clear definition of the GDPR data governance policies, actors and taxonomies
should be done. AXON more suitable for that.

• Consent evidence: we must store the proof of the consent. For example, if the customer filled a 
form with his personal data and consents, we’ve to keep a copy of the form, or if the customer gave
us his data through the call center, we should to record it. Typically a content manager tool can be 
used for this. The URL with the proof can be stored with the MDM’s consent.

• Data anonymization: when the erasure right is applied by a subject, we can delete the data or
anonymize it. To anonymize, we can use a simple rule (i.e replace the last 4 digits of the phone by
XXXX), or use data masking tools.

• Archiving: if we don’t have the consent or the consent have been expired, we can still store it for
historical purposes. Data Archiving tool can be used. 
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DPO Intro-GDPR Consents as a Competitive Advantage

D
P
O

Business

Data as a Risk Data as an Asset

Consents
Poorly

Managed

Consents
Mastered

D
P
O

Business
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Information Challenge
Where to manage consents?

Data
Governance

?

• Need to adapt “N” 
applications

• No single view
• No consents related
• Consistency compromised
• Rights not synchronized

CONTACT

CUSTOMER

VENDOR

Sales & 

Marketing

CRM

PROVIDER

CUSTOMER

BILLING

Managemen

t and

Purchase

ERPs

ACCOUNT

CUSTOMER

CONTACT

Channel

Manageme

nt

3rd Party Data

EXTERNAL

EMPLOYEES

PROVIDERS

Employee

Data

HR

Using an existing
application (i.e. CRM) to 
try to centralize consents
is not a good idea: 
Consents should exist for 
ALL senstive information 
and for ALL processes

http://www.peoplesoft.com/corp/en/public_index.asp
http://www.hyperion.de/
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Subject Rights and Consent: built upon MDM

Sales & 
Marketing

CRM

CONTACT

CUSTOMER

VENDOR

Management 
and Purchase

ERPs

PROVIDER

CUSTOMER

BILLING

Channel 
Management

3rd Party Data

ACCOUNT

CUSTOMER

CONTACT

EXTERNAL

EMPLOYEES

PROVIDERS

Employee 
Data

HR

MDM Workflow

MASTER DATA
MANAGEMENT

Consents
Subject
Details

PoliciesSubject

Data 
Quality

http://www.peoplesoft.com/corp/en/public_index.asp
http://www.hyperion.de/
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✔
**********✔
**********✘ **********

Consent Capture

Example: Consent Data Services

CRM

Web

Staff

Core

Finance

Marketing

MDM
SRC 

Personal &
Consent Storage

Omni-Channel
Consent Capture

Consent 
Data Model & Subject 360

Consent 
Distribution / Lookup

Name

Address

...

Consent

Party
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Simplified MDM Consent and Rights Data Model
Store & Enacting Consent

Subject ID (PK)

(Subject non-sensitive
data data)
Forgotten Flag
Anonymzed Flag
Child Flag
Portability Flag
Processing Objection

Golden Record of the subject.
That is not tied to consents, so if you
include sensitive info, it can only be 
used for statistics

GDPR Consent

Consent ID (PK)
Subject ID (FK)
Purpose ID (FK)
Retention End Date
Consent Flag
Consent Proof URL
Consent Proof Type

Consent Policy (loaded from DG tool) 

Sample of purpose types:
Invoice, Advertisment, Logistics, 
Alerts/Information, etc

Controller is the self
organization, a 3rd party
provider or a Business Unit

GDPR Consent Policy

Policy ID (PK)
Controller ID (FK)
Policy Desc
Purpose Type (FK)
Legal Basis (FK)
Policy Version
Retention Years
Retention Months
Retention Days
Share 3rd Party Flag
Cross Border Flag
Country In
X-Border Country Out
Enabled flag
Portability From

GDPR Controller

Controller ID (PK)
Controller Desc
Is External Flag

Sample of consent proof types: 
Subject IP, document scan, 
voice recording, etc

LU Consent Proof Types

Purpose Type ID (PK)
Purpose Type Desc

LU GDPR Purp Types

Purpose Type ID (PK)
Purpose Type Desc

PARTY

Personal data tied to the
consents. Include here all
1-1 personal info

Personal Data (1-N)

Personal Data ID (PK)
Subject ID
Firstname
Lastname
------------------
DOB
----------------
Tax ID
--------------
Phone

Typically one BO per contact
method (i.e. phone, electronic
address, address

PersDat Consent_Rel
(1-N)

Personal Data Id
Consent ID
Opt-in flag

LU GDPR Legal Basis
for processing

Consent Type ID (PK)
Consent Type Desc

GDPR Third Parties

Third Party ID (PK)
Third Party Type

Processor / Receiver

Explicit Consent, Legitimate
Interest, Regulation, Legal 
Obligation, Vital Interest, 
Public Interest, ….

GDPR Policy Text

Purpose Text ID (PK)
Purpose ID (FK)
Language ID (FK)
Policy Short Text
Policy Long Text
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Subject Rights and Consent Architecture

Distribution

Consent and Rights Management

Consent Capture: customer channels

Data Integration Cloud Integration ESB Services

Subject 360 (MDM)
History, XREF, Hierarchy, 
Lineage, Audit, Security

Web Mobile Apps Portals

Pub / Sub

Rights Management:
SAR, RTBF

BPM

Orchestration
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Prebuilt Data Models Industry Accelerators

GDPR – SUBJECT RIGHTS AND CONSENT ACCELERATOR

• Single view of the subject
• Store consents and sensitive data
• Provide purpose-based perspectives to the consuming applications
• Enacting rights: Access, rectify, objection, portability, right to be forgotten

New

* Partner Led

Industry Accelerator: Prebuilt templates to fasten up implementation



GDPR Consent
Mastering
Demo
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Mock Applications

Entering Data & Consent from Apps
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Hello. I’m Jim Tailor, and 
I want to join to the 
Wembley’s Airlines 

frequent flyer program, 
so I’ll click on the 
“register” button
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The webpage ask for my 
personal data, so I’m 

typing it.

Note I’m using my 
nickname and personal 
email address… also the 

69 Old Broad Street  
address

(continues next slide)
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At the bottom I got four 
different consent 

policies. I’ll accept the 
first three: I allow 

Wembley to send me 
Information from the 

loyalty program, I accept 
to receive offers, and 
also the newsletter.

But I don’t want my data 
to be used for analytical 

usage

Note: policies and texts 
are fully configurable; 

those are just for demo 
purposes.
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Now I want to get an 
invoice of a flight I did 

two months ago, so I call 
Wembley Airlines’ 
Customer Service.

In that case I give my 
given name, VAT 

Number, the work email 
address and my 

Company’s address.
In that case, I don’t need 

to give consent, as 
invoicing doesn’t require 

an implicit consent.
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MDM Entity 360

Datasteward Viewing Data & Consent

©2017 Informatica. Proprietary 

and Confidential

3

0
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I’m Wembley’s 
Datasteward… I’m 

receiving a complaint 
from James Tailor, 

because he is receiving 
offers into his phone, 

and he doesn’t want it.
Let’s log into 

Informatica Data 
Director (MDM 

Datastewardship
solution) to see what’s 

going on
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Using MDM 
smartsearch

capabilities, I get easily 
results based on any 

data I got from James 
Tailor to identify him 

(name, phone, address, 
etc.) in a google-like 

search. Let’s open it to 
see his details
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Nice! From here I’ve the 
complete 360º view of 

this customer… I can see 
he has 1 address, 1 

phone number, 2 names, 
2 email addresses…

I can see he has accepted 4 
consent policies

I can see this person exists 
both in the CRM and in the 

Billing systems
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I’m clicking on the 
loyalty program 

advertising policy to see 
that I got the consent to 

use his data till 
1/6/2018 for 

advertising. I even have  
a proof of the consent 

(the IP address he used 
to register into the 
loyalty program)
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In any moment I can see 
details of this consent 

policy: version, retention 
periods, data scope, lawful 
basis for processing, legal 
text, to what third parties 

can be shared, etc
Those policies are created 
and maintained by the legal 
department, directly here, 
or can loaded from any 
policy management tool
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… going back to the
customer view

Clicking to the phone, I 
can see it is correctly

attached to the policy… I 
can use the phone to 
give him information
and for advertising
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I’ll edit the record and 
opt-out the phone for
advertising, so he will
not receive more calls

for this purpose.



38 © Informatica. Proprietary and Confidential.

I can review other data 
associated with James 

Tailor… for example I 
can see the address is
common for the loyalty
program and invoicing
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For the 
electronic 
address, I 

got 2 
different 
emails

This email can 
be used for 
advertising, 

information and 
newsletters 

(through 
ACME’s 

Company)

This other 
email can be 
only used for 

Invoicing 
purposes
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As DataSteward, I can 
see all the traceability of 
the data, knowing where 

it came from, just 
selecting the Cross-

reference View

Here is the data 
coming from the 
Loyalty system

Here is the data 
coming from the 

Billing system
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On the History view I 
can see all changes 

happened on the data… 
for example, here I can 
see the opt-out I just 

did… I can see the date 
of the update, what was 
the previous value, user 
that made the update, 

etc.
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Ok, problem solved! This 
customer will no longer 

receive advertising calls.
This interface give me all 
the info I need. Also here I 

can directly enact the 
rights of my customer: 

cancel, rectify, portability, 
object to processing, 

object on any action, right 
to be forgotten (we will see 

this later), etc.
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ActiveVOS (MDM BPM Option)

Right to be Forgotten & Portability workflows

4

3
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I’m the Wembley’s DPO, and we got a 
certified letter from James Tailor 

requesting his right to be forgotten.

OMG! That means I’ve to search in our 
50 different apps where we have 

personal information to see if James 
Tailor Exists??

No! fortunately we got Informatica
MDM, and we have all our subjects 

centralized there
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All I’ve to do is to 
search the person 

from here, edit, and 
check the “Forgotten 

Flag” checkbox.
When I save, that will 
trigger a workflow, as 

the RTBF requires 
extra verifications
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I’m the Contact 
Manager and I got an 
email with the RTBF 

request automatically 
generated by the 

MDM system. 
Clicking on a link, it 

will open my 
dashboard
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Here is my list of 
tasks… I’ve several 
RTBF and Right of 

Portability to 
approve… I’ll open the 

task  related to Jim 
Tailor
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Ok, I’ve verified this 
customer has no debts 
and no active services, 
so I’ll approve his RTBF 

request… otherwise I 
can cancel the request 
(I’d write a justification 
and the DPO would get 

a notification), or 
escalate the request to 

someone else
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That is the 
view of the 
workflow 
that have 

been 
executed.

That was my
review step

Data have been
archived in a secure

storage system

Data have been deleted
from all applications

where that person
existed

Record have been
masked in MDM

The workflow is
fully

configurable... 
We can have
extra reviews, 

other strategies, 
etc… that’s just

an example
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If someone 
tries to open 

James 
Tailor’s 

record, he will 
just get 
masked 

information

That flag 
indicates the 

data have been 
anonymized
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Enacted 
rights are 
recorded

With the workflow 
ID is easy to track 

who managed 
each right, and see 

all the details of 
the process

Enacted rights
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With MDM Subject 360, all personal data and consents are safely secured, audited, historified and managed in a 
centralized and consistent way.

It can be used for all our subjects, not only customers and prospects, also employees, visitors, …

The GDPR consent & rights compliance is managed from MDM, a minimal adaptation of the applications are 
required!



Speaker: KAMAL ABROL
Kabrol@informatica.com

Q/A Panel: Dilip Yeluguri
dyeluguri@informatica.com

mailto:Kabrol@informatica.com
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