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Housekeeping Tips

dx

» Today's Webinar is scheduled for 1 hour

)
Al
Ox

» The session will include a webcast and then your questions will be answered live at the end of the presentation
> All dial-in participants will be muted to enable the speakers to present without interruption
» Questions can be submitted to “All Panelists" via the Q&A option and we will respond at the end of the presentation

» The webinar is being recorded and will be available to view on our INFASupport YouTube channel and Success Portal.
The link will be emailed as well.

Please take time to complete the post-webinar survey and provide your feedback and suggestions for upcoming topics.
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Success Portal

Learn. Adopt. Succeed.

o I ® O

N

Bootstrap product Enriched Onboarding FREE Product Informatica
trial experience experience Learning Paths Concierge with
and weekly Expert Chatbot integrations
sessions

Tailored training and
content
recommendations
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https://success.informatica.com/

Safe Harbor

The information being provided today is for informational purposes only. The
development, release, and timing of any Informatica product or functionality

described today remain at the sole discretion of Informatica and should not be

relied upon in making a purchasing decision.

Statements made today are based on currently available information, which is
subject to change. Such statements should not be relied upon as a
representation, warranty or commitment to deliver specific products or

functionality in the future.
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Agenda

= Overview

=SS Architecture

= Configuration of Smart Search

= Indexing Job Vs Load Job

= BE Search API's

= Troubleshooting SS outside MDM via REST Calls
= Elastic Search Methodology

= MDM 10.4 Features

= Performance & Best Practices

= Known Limitations
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Overview

= Smart Search is the search done in Entity 360 Ul based on Business Entity.

= |t was introduced starting MDM 10.x release.

= Business Entity service provide three different ways to search for entity
records:
= Match — SSA based search
= Query — DB based search

=  Search — Google like text search
= Provides a Google-like text search engine for text data
= |t searches within a specific searchable BE.
= SS request uses the indexes to search for the matching records.

Filters can be applied to identify more relevant results.
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Smart Search in E360 Ul

.....

DM Sample

O Search

Filters | 4 Search Results for Person(5) ;|

-" \pply Clear , First Name Last Name Middle Name Display Name Gender Cd
¥ Electronic Address 1234 ‘

MISS MARY ADAM

ADAM GRAY ADAM GRAY
W Address Type ‘ ADAM BOSH ADAM BOSH
MICHELLE ADAM MICHELLE ADAM

SAMIR SAMIR ADAM
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Migration Strategy for MDM 10.4

] Upgrade 1 Fresh Installation

= Download the ES package from web & extract
»  From SOLR :

Need to perform fresh installation & Configuration of " Need to explicitly create the analysis and laid

Elastic Search. Indices will generate again. folder mentioned below.

> From Elastic Search = Reach out to Informatica GCS to get the below
Upgrade the MDM Hub to 10.4, will not lose their ES highlighted files
setup from the previous release. No change for them. = Once all file in place, then we are good to
_ Configure Smart Search
/config

--analysis(folder)
--stopwords.txt *When you perform a search, MDM can ignore common words such as "and”, "an", and "is".
--Synonyms.txt *when you search for "William", the search result can include the synonyms "Will" and "Willy".

--lang (folder)
--mapping-FoIdToASCI |.txt *To use the default Elasticsearch analyzers for languages such as Chinese, Japanese, and Korean
--stopwords_ja.txt
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Elastic Search - High Level Architecture :

Enable Search processing in
properties file

Execute MDM batch jobs

siperian-mrm.ear

Elastic Client

HTTPS

siperian-mrm-
cleanse.ear

Elastic Client
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Done from provisioning:
Searchable configuration

U. ’ Elastic Search Node/Cluster

Done from Hub Console:
Process server that are search
enabled.

Elasticsearch Configuring securi_ty a}nd
enabling communication
Node with MDM hub

or
Cluster

elasticsearch.yml

Can be on same
machine as MDM or
different machine(s)

(‘ Informatica



Install & Configure Smart Search

= Configure the elasticsearch.yml file ([MDMHubServer]\thirdparty\elasticsearch-6.2.3\config)
= Configure SS in cmxserver and cmxcleanse properties.

= Enable Search Processing on Process Servers in MDM Hub Console.

= Register the ES Node/Cluster in Provisioning Tools

= Restart the ES server followed by MDM server.

= Execute Indexing Job

For more information, detailed steps are present in KB 564677

10 © Informatica. Proprietary and Confidential. (‘ |nfOI’matlca



SS Properties

— Cmxserver & Cmxcleanse:

= cmx.ss.enabled : Indicates whether to enable search. In a new installation, the default is true. When upgrading, if this property is
set, the value remains set to the pre-upgrade value.

= cmx.ss.engine : Required if you want to use the Elasticsearch engine for search. Manually add the property and set to es.

= ssl.keyStore, ssl.keyStore.password, ssl.trustStore, ssl.trustStore.password : Required if you use the HTTPS port of the
application server to configure the Hub Server. Manually add the property. Absolute path and file name of the KeyStore file.

= ex.max.conn.per.host : This property is the maximum number of connections for a given host in the pool. Default is 100. MDM
maintains a pool of http connections specific to Elastic Search communication.

= ex.max.threads : Sets the maximum number of threads that you want the Apache asynchronous non-blocking receiver to use for
each node in the Elasticsearch cluster. Default is 1.

Only Cmxserver :

= es.index.refresh.interval : Sets the interval, in seconds, for Elasticsearch to commit the changes to the data after an Initially
Index Smart Search Data batch job is run. The data is available for search after this time interval. Default is 30 seconds.

= cmx.server.batch.smartsearch.initial.block_size : Indicates the block size during indexing job.

= cmx.ss.dirtylndex.disable=true : This property allows the Batch Viewer tool to start and prevents the warning icon that indicates
an outdated index from being displayed in the Batch Viewer tool.

JVM Parameter :

= -Dmdm.es.index.client.ttl : If there are any connection issues between the AppServer and Elasticsearch processes, this value
will set the timeout as to how long the AppServer process should wait before getting a response. This property is in seconds and
should be set in the AppServer startup properties to 86400 which translates to 24 hours.

11 © Informatica. Proprietary and Confidential. (‘ |nfOI’matlca



Configuring Process Servers

@ Add/Edit Process Server X
Process Server Information
= Process Servers act as clients for Search Requests Senver ';U“:;““S‘
Part
. . . Enable Cleanse Operations
= No indexing is done on Process Servers ’
Threads for Cleanse QOperations 1
1 1 Cleanse Mode COnline and Batch W
= You will need to register at least one Process Server as _
Enable Match Processing
search enabled
Match Mode Online and Batch hv
= You can register more than one process server e L]
Enable Batch Processing
Threads for Batch Processing 20
CPU Rating 1.0
Enable Search Processing |:|
Enable Secured Connection (HTTPS) |:|
| Ok || Cancel
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Configuring Node(s) in Provisioning

= After installation, start the elastic search process. hesrocure Sfings
= Once the process is available register each ES Node under Flasic Search Cluster .
Infrastructure settings.
= Ensure that ES Node name and the HTTPS URL is
reachable.
. ESCluster
= |If you have more than one ES node, register each one
|nd|V|dua”y & ESCluster
(> esNode
Mc:)MESNode
= Save and publish changes. Validate ORS
o
URL: htips://10.555.555.555:9200
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Configuring Searchable BE Iin Provisioning

Searchable: v
Searchable — Enables search for that field.
. Search Analyzer: text_general v
Suggester — Type-ahead search for Searchable field.
o Suggester: 0
Do not enable suggester for sensitive data.
] ] . ] Sortable: v
Filterable — Enables Filtering on a Field.
. Filierable: v
Search Analyzer — Specifies the custom search
. Facet Range:
analyzer for the field
I i Facet: i
Facets — Grouping of similar data. ' ’
Displayable: v
Column: DISPLAY_NAME v
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Indexing Job or Load Job?

15 © Informatica. Proprietary and Confidential. ( |nf0rmatlca



Execute Smart Search Indexing Job

= Indexing job is being executed from Batch Viewer in MDM Hub Console.

= Need to configure at least one process server marked as ‘Enable Search Processing’

_’Q Batch Viewer

* Find

I?.'J" LEE] VLT Fdlly Friare
+-[{T] Organization Details
|4"J i1 Organization Standard Industry Code
B E Party
#-[£» Auto Match and Merge
&[> Automerge
#-[<» CleanStrp
#-[<» External Match
#-[<» Extract BVT Versions
#-[£» Generate Match Tokens
=[% Initially index Smart Search data
=9 Initial index data for Search data Party

../ December 20, 2019 2:19°40 PM PST,

- +f December 19, 2019 11:28:30 AM PST
~+f December 6, 2019 7:53:17 AM PST

- +ff December 6, 2019 7:24:10 AM PST
~of August2, 2019 10:49:12 PM PDT
~ooff July 30 2019 7 GB 44 PM PDT

v

entity
Name: December 20, 2019 2:19:40 PM PST
Description: {initial index data for Search data Party
Source table: Party
Status
Current status- Completed successfully

trics

Total number of documents reindexed 2520
Total number of documents removed 0

Total number of documents failed to be indexed or removed

Total number of base object rows indexed

1908
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Stopwords

= Common IIS,t of WOFdS that New Volume (D:) » infamdm » hub » server » thirdparty » elasticsearch-6.2.3 » config » analysis »
search engines filter out after -
processing. Name Date modified Type Size

= |t improves indexing performance, | I lang 10/4/2018 236 AM  File folder |
l.e. doesn’t index | stopwords.txt 7/3/2018 248PM  Text Document 12 KB
the common words present in  synonyms.txt 7/3/2018248PM  Text Document 2K8
stopwords.txt.

= Can use the default list of * Configure Stop words :
common words to ignore in a a. Use a text editor to open the stopwords.txt file in the following location:
search or even can customize the <elasticsearch installation directory>/config/analysis
list. b. Edit and save the stopwords.txt file.

c. If data is indexed before you edit the stopwords.txt file, manually delete
the indexes, restart Elasticsearch, restart MDM and then, reindex the
data.
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Smart Search Configuration Table

= Searchable columns configurations are stored as SEARCHABLE_CO xmlin C_REPOS_CO_CS_CONFIG table
= ES node URL configurations are stored as INFRASTRUCTURE xmlin C_REPOS_CO_CS CONFIG table

POBBR B3 @Med

Wu'id'leet Query Builder

select * from C_REP0S_CO_CS_CONFIG;

-

=/ Script Output % | (B> Query Resuit
& 5 ) Gk sou | AlRows Fetched: 9in 0,26 seconds

ROWID_CONFIG |[f CREATE_DATE @ creaToR |§ LAST_UPDATE DATE @ uepaTED BY [§ CONFIG_TYPE CONFIG_DATA

1 SVR1.1DYWN 16-APR-20 06.42.12.064000000 AM admin 16-APR-20 06.42.18.060000000 AM admin DB_RESOURCE_BU... (BLOB)
.000000305 3.074000000 INFRASTRUCTURE

3 cons.000069982 20-SEP-16 11.57.03.312000000 AM admin 16-APR-20 06.42.17.937000000 AM admin TASKS (BLOB)

4 cons.000069978 20-SEP-16 11.57.03.356000000 AM admin 17-MAY-20 12.11.14.364000000 PM admin COMPOSITE_OBJECTS (BLOB)

5 cons.000069981 20-SEP-16 11.57.03.446000000 AM admin 16-MAY-20 03.06.27.288000000 PM admin WRITE_CO (BLOB)

6 cons.000069980 20-SEP-16 11.57.03.471000000 AM admin 20-SEP-16 11.57.03.470000000 AM admin CO_VIEWS (BLOB)

7 cons.000069983 20-SEP-16 11.57.03.476000000 AM admin 20-SEP-16 11.57.03.475000000 AM admin TRANSFORMATIONS  (BLOB)

_ 3 PMladmin  |SEARCHABLE CO (BLOB)

.000001447 20-SEP-16 12.53.57.181000000 PM admin 20-SEP-16 12.53.57.180000000 PM admin EXTENSIONS (BLOB)
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BE Search API’s

= Search call to a Smart Search Enabled Entity can be made using a Generic Query or a Fielded Query.

-> |[n Simple Search Query, the search term will be looked up or searched for in all the Business Entity fields, while In fielded query,
the search is only carried out on that particular business entity field

= Generic Search or a Simple Search can be made using 'q’":

-> http://host:port/cmx/cs/<orsid>/Person?g=John

= Fielded Search can be made using the 'fq’:

-> http://host:port/cmx/cs/<orsld>/Person?fg=displayName='JOHN’

= Exact Queries Search on BE field Parameters.

-> http://host:port/cmx/cs/<orsld>/Person?action=queryé&filter=firstName=JIM

= Filtered Query Search : Adds a filter to the search results

-> http://host:port/cmx/cs/<orsld>/Person?g=John&filters=Addresses.Address.cityName=Washington

= Facets : provide an option of group-based filtering

-> http://host:port/cmx/cs/<orsld>/Person?fg=firstName=John&facets=displayName
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http://host:port/cmx/cs/%3corsId%3e/Person?q=John
http://host:port/cmx/cs/%3corsId%3e/Person?fq=displayName=%E2%80%98JOHN
http://host:port/cmx/cs/%3corsId%3e/Person/?q=John&filters=Addresses.Address.cityName=Washington

Contd..

= To get the data from child entities, use the depth option. Note the search is always done on all searchable
fields (including child). The depth option is to include the data from the child in the response.

-> http://host:port/cmx/cs/<orsld>/Person?qg=John&depth=5
= To sort the data on a certain field

-> http://host:port/cmx/cs/<orsid>/Person?g=John&order=lastName

= To fetch the higher/lower number of records Or restricts the number of records (parent).

-> http://host:port/cmx/cs/orsld/Person?g=John&recordsToReturn=3

= Range Filter

-> http://host:port/cmx/cs/<orsld>/Person?fg=displayName=STEVE&filters=age=[35,45]

= To suppress the links in results

-> http://host:port/cmx/cs/<orsid>/Person?q=John&depth=5&suppressLinks=true

= defaultPageSize : Changes the number of records for each returned page.
./[[host:port/cmx/cs/< orsld >/Person/1415?depth=2&defaultPageSize=20
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http://host:port/cmx/cs/%3corsId%3e/Person/?q=John&order=lastName
http://host:port/cmx/cs/orsId/Person?q=John&recordsToReturn=3
http://host:port/cmx/cs/%3corsId%3e/Person?fq=displayName=STEVE&filters=age=%5b35,45
http://host:port/cmx/cs/%3corsId%3e/Person?q=John&depth=5&suppressLinks=true
http://host:port/cmx/cs/%3corsId%3e/Person/?q=John&depth=5&suppressLinks=true

E360 Search Call — BE View

> Informatica MDM Sample

Filrers— o Search-Resuirs-forPerson(d)
" E_I Elements Console Sources Metwork Performance Memaory Apphication Security Aud
p & v Q #| Preserve log Disable cache Online v + *
Hide data URLs :;_"' ¥HR J5 C55 Img Media Font Doc WS Manifest Cther
| (Tt X  Headers Preview Responee  Cooles Timing

ssarchWS@workspacelinfaToken=s40qdpT%2E...
P ePLE Request URL: http://localhost:B8980/cme/cs/localhost-orcl
Person,jsonfaction=meta

ecordStates=ACTIVE, PENDINGEdepth=2

Person.json?q=l0OHN&facets=partyType.display...
| Persan.json?q=J0HNESirstRecord=18recardsTo...

PersonView jsonlaction=meta

Request Method: GET
Status Code: @ 208 OK

= : = Remote Address: 127.8.9.1:88588
LUGenderjsonTaction=list&order=genderDisp&:...
Referrer Policy:s no-referrer-when-downgrade

¢ Response Headers (6)
* Request Headers (11)
¥ (Query String Parameters
q: JOHN
firstRecord: 1
recordsToReturn: 18¢

outputView: PersonView
recordStates: ACTIVE, PENDING
depth: 2

AR A KR trancfarmad RS 2 KR rmcrire

|

-MDM_SAMPLE/Person.json?g=]0HMEFfirstRecord=18recordsToReturn=1888cutputVien=PersonVi
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Troubleshoot SS outside MDM — via REST calls

= To configure ES rest call in web browser, refer
KB 566891

= List all the indices :
https://host:9200/_cat/indices?v=

This will list down all the BE indices along with their
health, status & docs count.

= To check for all the columns associated into
Specific Indices:

https://[<hosthame>:9200/4d5354312e375054-
organization/_mapping/_doc/?pretty=

Check the BE data record

https://<hosthame>:9200/4d5354312e375054-
anization/_doc/<BO RowlD>?pretty=

© Informatica. Proprietary and Confidential.

é https://10.23.152.233:8200/ cat. X New Tab

x | = hitps;//10.23.152.233:0200/4d52 X | & https://10.23.13

&« > ¢ A Notsecure | 10.23.152.233:9200/ cat/indices

yellow open 4d5354312e375854-household
yvellow open 4d5354312e375054-fmsa
yellow open 4d5354312e375854-person
yellow open 4d5354312e375854-fullparty

< > € A Notsecure | 10.23.152.233:9200/4d5354312e375054-organization/_doc/1307?pretty

yellow open 4d5354312e3750854-organization TKO3agj4RiCxQK8B9T12Uw 5 1 1234 @ 2508.6kb 256.6kb

K3d6rPKRTmKhvStDSTzIHw 5 1 615 @ 382.5kb 382.5kb
YMQhezcfQDiteB5DFKZXyQ 5 1 638 © 182.6kb 182.6kb
12518hanSeu3bgwlOUMs7Rg 5 1 638 @ 173.3kb 173.3kb
LFfdEZ9VRiaUqJ3IDg-PQA 5 1 1872 @ 33@.6kb 330.6kb

"url™ : "Organization|13e7",
"Addresses" : [
{
"Address" : [

{
"boid" : "82121",

"stateCd" : [
{
"boid™ : “83",
"stateAbbreviation"
"stateNameDisp" :

: "gziaav

1,
"displayName"
"partyType" :

: "SAM RAY",
"Organization"

{
" index" : "4d5354312e375854-organization”,
" _type" : "_doc",
"oAd® o TI3IRET,
" version" : 2,
"found™ : true,
" source" : {
"boid" : "1307",

. "ca",
"CALIFORNIA™

natica



https://host:9200/_cat/indices?v=
https://localhost:9200/4d5354312e375057-customer/_mapping/_doc/?pretty
https://localhost:9200/4d5354312e375057-customer/_mapping/_doc/?pretty

MDM 10.4 Features

U Re Ordering of Filters column in Smart Search

= Can use the Provisioning tool to configure search filters and the order in which these appear in the Data
Director Search page

= Configuration gets stored in C_ REPOS_COMPONENT INSTANCE table.

Home Business Entity + Configuration « Database: mdm_sample (localhost... v
Applicaiions MDM_Sample Person
E360 Applications - Delete

= MDM_Sample

Create Delete |:J Business Entifies Business Enity: Person -
= Search Configuration

El Person
MDM_Sample | Default Display Formats Business Entity View: PersonView X -

Edit Filter Display Order I

Filter Display Order:

displayName
Emails.elecironicAddress
firstName

Addresses. Address.addressline 1
Addresses.Address.cityName
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O Externalize the ElasticSearch Analyzer Chain

Can create custom Elasticsearch index settings from the Provisioning tool. You can configure custom
analyzers, tokenizers, token filters, and character filters for the Elasticsearch index.

Informatica

Home Business Entity + Configuration « Database: mdm_sample (localhost... v

| Warning: When you add or update the Elasticsearch index seffings, based on your seffings, you might need to regenerate the search index. %

Infrastructure Settings Index Settings Index Settings

Elasticsearch Index -
= Index Settings

. . JSON Code:
= Tokenizers
l kuromoji_user 1~ f . ) o
- X 2 number_of_shards": "2",
= Token Filters 3 "number_of_replicas”: "e",
Index Settings 2l phonetic_nysiis 4~ “translog”: {
o 5 "durability”: “async”
=l synonym 6 T,
: english stop 7 "refresh_interval™: "3@8s",
= g~ "mapping”: {
= |apanese_stop g~ "total_fields": {
= iupc:nese_katc:kcmcl_alemmer 16 "limit": "1eees”
= . 11 }s
= (ihc:rc:cter Filters e "nested fields": {
= mdm_char_filter 13 "limit": "1e8000"
- 14 1
= ﬁlna|y7_ers. 1= !
=l suggester_stop 16 [}
2l Text_genercﬂ
2l Text_fuzzy
=] text_filter
=l text_ja

El text_fuzzy_ja

=l text_z h




ES — Different Architecture Set Up

Option 1 — Co-located with Hub/Process Servers

= Smaller Implementations — Fewer BEs and lower volumes.
= Good for smaller incremental loads and when E360 is used for searches.

Hub Server

siperian-mrm.ear

Elastic Client

Database

Process Server

Elastic Client

(‘ Informatica




Option 2 — Dedicated ES Node

= Fewer BEs with high volume OR More BEs with lower volume.
= Daily load with some API activity for Create/Update/Search.

Hub Server Process Server

siperian-mrm.ear siperian-cleanse.ear

Elastic Client Elastic Client

Database
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Option 3 — Co-located Cluster in a multi-node MDM

= Multiple BEs with medium volume data
= Good amount of daily loads, E360 search users, API activity for creates/updates/searches.

Elasticsearch Elasticsearch

Node

........................................................... R Database

e

_______________________________________
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Option 4 — Clustered ES in multi-node MDM

= High Volume Systems with Frequent Loads, Heavy API usage and E360 Searches.
= N should always be an Odd number.

Database

Elasticsearch
| NodeN

Elasticsearch
| Node?2

Elasticsearch

N-———————————————’
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Performance & Best Practices

= Run indexing on the Look Up tables first.

= Need to execute indexing job on all respective BO which are participating in the Searchable BE.

= CleanTable API does not delete the indexes, we need to manually delete indices & regenerate them.
= Delete ES REST API
= Simulate a change to searchable column through provisioning.

= Avoid running Indexing jobs in parallel.

= Avoid running 2 load jobs in parallel if they have searchable fields.

= Do not use too many search fields i.e. limit searchable fields on BE (parent/child).
= There are limitations on the number of columns in a document in ES (Limit of nested fields (default = 50) has been reached)

= There are limitations on the amount of data that is returned by ES REST calls. The more the number of indexed columns, the
more the chances of hitting this limit (104857600 bytes of data as a response to a REST call).
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Contd..

= Remove the searchable checkbox on non used/extra BE's. (e.g. Customer360 Accelerator)
= This slows down the performance of jobs that need to delete the indexes.
= Limit the use of facets.
= Facet field should be chosen on a field with low entropy, that is, fields with a low set of unique values.
= Retrieve records till a usable depth.
= Increase auto commit property. (es.index.refresh.interval)

= There should be a monitoring tool which keep an eye on the disk space of ES server.
= ES will mark all indexes read only if there is less than 15% free disk space

= {"index.blocks.read_only allow_delete": false}’

= To increase the mmapfs count which is used by Elasticsearch to store its indices. (KB# 589503)
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Known Limitations

= Case sensitive mismatch in Ul & DB values when configured Facets on Searchable columns

= Search results doesn’t get displayed when ‘#’ is used in Search.
= No way to perform search on multiple BE’s in a single call.

= Provision to enable role based restriction to access specific BEs sharing same root BO for Search,
Queries and BES

= *For Auto merge of child records, it performs GET (instead of MultiGet) for each record — which leads
to job failure

= *Auto merge job doesn't obsolete redundant ES indices, resulting in duplicate search results

* Fixed Limitation
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Thank You
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