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Health Data at Risk in Development: A Call for Data Masking  
Healthcare Services Industry Survey 

 
Part 1. Executive Summary 
 
Driven by the promise of operational efficiencies and compelled by a federal mandate, the 
healthcare industry is in the midst of a major transformation from the use of primarily paper-based 
patient records to that of electronic health records (EHR).  This situation has inspired an increase 
in the development of new software and systems used in the processing of sensitive patient 
medical data. Development of those products often requires the use of data to test system 
operation.   
 
Many healthcare organizations and companies working to create the next generation of 
healthcare systems and software have opted to use actual patient data to test these new 
products, potentially putting that data at risk of exposure to unauthorized parties – including the 
possibility of exposure to identity thieves. 
 
Previous Ponemon Institute studies1 on the use of real consumer data in the test and 
development environments found that a vast majority of organizations across all industries – as 
high as 80 percent – reported using real data. Of those organizations, more than two-thirds said 
they did not mask real data and nearly half said their information security posture was less 
stringent during software test and development. Given these results, and with consideration to the 
emphasis on the migration to EHRs, we were very interested in understanding the risk of using 
real data for testing healthcare information systems.  
 
In this study, Ponemon Institute surveyed 462 IT personnel working for U.S.-based healthcare 
organizations about their experiences in the development and testing environment. All of the 
respondents are IT professionals and work for companies that have been involved in the testing 
and development of software for healthcare services. Fifty-eight percent surveyed hold 
supervisory or higher job-level responsibilities in functions that include: operations (35 percent), 
IT security (15 percent), programming (14 percent), and quality assurance (10 percent). 
Respondents report an average of more than 12 years experience with nine years in an IT 
security-related field and more than four years in their current position.  
 
The results of that survey, underwritten by data integration software developer Informatica, are 
presented in this report, Health Data at Risk in Development: A Call for Data Masking. 
 
Part 2. Key Findings 
 
We asked questions related to the use of real patient data in the test and development process in 
the following categories: 
 
 Security of real patient data; 
 Outsourcing of real patient data; 
 Responsibility for real patient data security; and, 
 Experience with data breaches involving real patient data. 
 
According to the results of our study, it appears that the use of real patient data is putting 
sensitive personal health information (PHI) and personally identifiable information (PII) at risk of 
exposure and data breach.  Specifically, we learned a number of important things about the use 
of real patient data in the test and development environment. These are described in the key 
findings below. 
 

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
1 See Data Security in Testing & Development, Ponemon Institute, July 31, 2009 
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Real data used by healthcare organizations for development and testing purposes is the 
most sensitive. According to Bar Chart 1, 57 percent of respondents say their organizations use 
patient billing and insurance information, 50 percent use patient health records followed by 
employee records (45 percent).  

 
Bar Chart 1: Real data used by healthcare organizations for development & testing 

Each bar reflects the type of real data used according to respondents 

 
As shown in Bar Chart 2, despite the sensitivity of real data used for application development, 51 
percent do not protect real data used in software development and testing. Only 46 percent limit 
and take steps to control access to data files and/or databases. 
 

Bar Chart 2: Steps taken to protect sensitive data in development and testing 
Each bar reflects the steps taken to protect real data according to respondents 
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Many healthcare organizations admit real data used in the testing and development 
environment has been lost or stolen. Thirty-eight percent say they have had a breach involving 
real data and 12 percent are uncertain. The main consequences were disruption to operations 
(59 percent), regulatory action (56 percent) followed by 36 percent who say it resulted in 
reputation loss. 
 
Pie Chart 1: Has real data used in the 
development and testing environment ever been 
lost or stolen? 

Q. If yes, what were the main consequences of the 
data loss or theft experienced by your organization? 

 

 

Table 1: Most salient consequences Pct% 
 
Disruption to operations 59% 
 
Regulatory action 56% 
 
Reputation loss 36% 
 
Lawsuits 15% 
 
Revenue loss 15% 
 
Patient or customer turnover 14% 
 
Other 5%  

 
The majority of healthcare organizations would not know if sensitive data was lost or 
stolen. While 38 percent admit to losing real data in the testing and development environment, 
Bar Chart 3 shows that 78 percent of respondents are either undecided or not confident that their 
organization would be able to detect the unintentional loss or theft of real data. This lack of 
confidence in the safeguarding of sensitive data jeopardizes customer trust and compliance with 
applicable regulations. 
 

Bar Chart 3: Respondents’ confidence in their ability to detect data loss 

 
 
Data protection and related safeguards over sensitive and confidential health data used 
for development and testing are not as stringent as they could be. Consistent with the 
findings above, Bar Chart 4 also shows that 49 percent say their security safeguards are less 
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stringent than usual, while only 26 percent say their organization uses the same level of 
safeguards when protecting sensitive or confidential data in both production and development IT 
environments. 
 

Bar Chart 4: Security safeguards in development and production IT environments 

 
Outsourcing of real data can be risky.  According to Pie Chart 2, 24 percent of respondents 
say their healthcare organizations outsource frequently, while another 10 percent say the 
organization always outsources the development and testing of software applications. Thirty-nine 
percent outsource development and testing operations on an infrequent basis.  
 
Pie Chart 3 shows for organizations that outsource the development and testing of software 
applications, more than half (51 percent) share real data with third parties. Forty percent say they 
do not outsource development and testing because of security concerns. Clearly, without 
ensuring that third parties have appropriate safeguards in place, the organization risks the loss or 
theft of real data. 
 
Pie Chart 2: How often does your organization 
outsource the development and testing of software 
applications? 

Pie Chart 3: Does the outsourcing relationship 
include the sharing of real data? 
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Cloud computing can be putting health data at risk. According to Pie Chart 4, 29 percent of 
respondents say their organizations use public cloud infrastructure or platform services in the 
development and testing of software applications, and 21 percent don’t know. 
 
As shown in Pie Chart 5, of those organizations using cloud-computing resources for 
development and testing of software applications, 46 percent are not confident that the data 
housed in the cloud environment is safe and secure. Another 35 percent of respondents are 
undecided about the safety and security of this environment. 
 
Pie Chart 4: Does your organization utilize public 
cloud computing infrastructure or platform services 
in the development and testing of software 
applications? 

Pie Chart 5: How confident are you that data housed 
in the cloud environment is safe and secure? 

  
 
Protection of health data in the development and testing environment is important, but a 
majority of respondents do not know or believe they are successful in achieving this goal. 
Bar Chart 5 shows 35 percent see meeting privacy and data protection requirements in the 
healthcare services industry as very important, and 39 percent see it as important.  Only four 
percent see data protection as not important and two percent see it as irrelevant. 

 
Bar Chart 5: How important is the protection of real data in the development and testing IT 

environment? 
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Bar Chart 6 shows that 37 percent of respondents are unsure if their organization is successful at 
protecting the privacy of patient data in the development and testing environment.  Another 28 
percent believe that their organization is unsuccessful at protecting patient privacy in 
development and testing. 
 
Bar Chart 6: Is your healthcare organization successful at protecting patient privacy in the 

development and testing IT environment? 

 
There are no clear lines of responsibility for protecting real data in the testing and 
development environment among healthcare organizations studied. Bar Chart 7 shows 23 
percent of respondents say no one function has overall responsibility for data protection in the 
development and testing environment.  About 17 percent believe the IT security department is 
primarily responsible.  Another 12 percent see IT operations or operational units as having 
primary responsibility.  We believe these results suggest no clear ownership and accountability 
for data protection in development and testing, thus increasing the possibility of sensitive data 
loss or theft.  

 
Bar Chart 7: Who in the healthcare organization is most responsible for protecting real 

data in the development and testing IT environment? 
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Part 3. Implications for healthcare organizations  
 
Organizations in the highly regulated healthcare industry risk non-compliance and loss of 
customer trust if they do not protect real patient data used in development and testing.  According 
to Ponemon Institute’s 2009 Cost of a Data Breach Study, the average per-victim cost of a data 
breach is $204.  For healthcare organizations, however, the cost is $294 per victim, representing 
a 44 percent higher than average data breach cost.  
 
This cost was calculated based on data breaches that occurred in 2009, before the more 
stringent Health Information Technology for Economic and Clinical Health (HITECH) provisions of 
the Health Insurance Portability and Accountability Act (HIPAA) went into effect. Due to these 
regulatory changes, the cost today may be even higher.  Another point from the Cost of a Data 
Breach Study with relevance to Health Data at Risk in Development: A Call for Data Masking is 
the importance of strong information security leadership.  Ponemon Institute research has found 
that giving executive-level authority for information security to a chief information security officer 
(CISO) or equivalent role is vital to the development and execution of successful information 
security programs. 
 
Based on our research, the presence of a CISO benefits organizations through fewer data breach 
incidents as well as lower costs when a data breach occurs, yet this study found a lack of 
accountability for information security in application testing and development in a surprisingly high 
23 percent of healthcare organizations surveyed.  Such insufficient information security oversight 
means decisions may be made without the benefit of a complete understanding of organizational 
policy, business objectives, or regulatory requirements and the resulting costs associated with 
non-compliance. 
 
Meanwhile, only 13 percent reported such responsibility rested with their organization’s HIPAA 
compliance office (11 percent) or legal department (2 percent).  No organizations assigned 
accountability to the privacy office.  A majority of organizations say responsibility for information 
security in test and development environments is with operational or business units (12 percent) 
or within various IT functions (47 percent combined). 
 
Among the other findings from this study most concerning to the Ponemon Institute were those 
we believe may play a significant role in unnecessarily increasing the risk of compromise for 
sensitive protected health information (PHI), including: 
 
 A lack of precautionary measures taken to protect real patient data in application testing and 

development; 
 The types of real patient data used for application testing and development; and, 
 Lack of confidence in an organization’s ability to protect real patient data used for application 

testing and development. 
 
Unfortunately, a majority (51 percent) of organizations in our study do not take precautionary 
measures to protect real patient data in healthcare application test and development 
environments, and 58 percent of companies report either less stringent (49 percent) or unknown 
(9 percent) safeguards when compared to the company’s overall security procedures.  This may 
result in a high-risk profile for healthcare services organizations when considered in light of the 
various laws and regulations that apply, including: 
 
Massachusetts 201 CMR 17 – A state law with de facto national reach, non compliance with 201 
CMR 17 carries a penalty of $5,000 per violation with a maximum incident penalty of $5 million. 

 
HITECH Act – Enacted, in part, to strengthen the enforcement provisions and penalties 
associated with violations of HIPAA privacy provisions, HITECH extends enforcement powers to 
state attorneys general, while increasing financial penalties to as high as $250,000 per violation. 
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The findings indicate that real financial and healthcare information is being used such as patient 
billing and insurance records (57 percent), patient health records (50 percent), and employee 
records (45 percent).  The information contained in such records can put patients and employees 
at risk of financial and medical identity fraud in the event of a data breach.  This is especially 
concerning given the lack of confidence healthcare organizations have expressed in their ability 
to protect sensitive information during application testing and development, as revealed by the 28 
percent that said their organizations were not successful at protecting real information used for 
these purposes, and another 37 percent that did not know if their organization was able to protect 
such information. 
 
On a positive note, investments in technologies, processes, policies, and personnel under the 
guidance of an information security strategy can reduce the risk of a data breach. Specifically, we 
encourage healthcare organizations to consider the following practices: 
 
 Assign a single point of responsibility (CISO or equivalent) for the safeguarding of real data 

used in application testing and development; 
 

 Create policies and procedures for the protection of real data used in application testing and 
development; 

 
 Educate employees about the importance of protecting sensitive data in application testing 

and development; 
 
 Use encryption, data leak prevention, access management, and other information security 

technologies; and, 
 
 Use de-identified, masked, or dummy data rather than live data in the test and development 

process. 
 
As mentioned above, the investment in technologies – such as encryption, data masking, access 
management, data leak prevention can reduce the risk of a data breach. These technology tools 
can transform or mask sensitive or confidential data without diminishing the richness of the data 
necessary for successful testing and development. When making this investment, we recommend 
you consider the following features: sensitive field and table relationship discovery, 
comprehensive set of masking rules, masking policies, extensive database connectivity, reporting 
and auditing and scalability. 
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Part 4. Methods 
 
One national sampling frame consisting of nearly 8,000 IT or IT security practitioners who work 
for healthcare organizations in the United States was used to recruit participants to this survey. 
Our omnibus sampling frame was built from several proprietary lists of experienced IT and IT 
security practitioners. In total, 602 respondents completed the survey. Of the returned 
instruments, 89 surveys failed reliability checks. A total of 513 surveys were used as our final 
sample, which represents a 6.4 percent response rate.  One screening question about the use of 
real data in the development and testing reduced the final sample to 462 respondents.  
 
 
Table 2: Healthcare sample response Pct% 
Total sampling frame 7997 
Bounce-back 903 
Total returns 602 
Rejected returns 89 
Final sample 513 
Response rate 6.4% 
Final sample after screening 462 

 
Pie Chart 5 summarizes the respondents’ companies by segment in the healthcare industry.  As 
can be seen, the largest segment (29 percent) involves private health providers and the second 
largest segment (20 percent) involves insurance companies. Public or non-profit health providers 
employ 18 percent of respondents. 
 

Pie Chart 5: Industry segment for participating healthcare organizations 

 
Table 3 summarizes the location of respondents’ organizations according to six US regions. 
 
 
Table 3: U.S. region where respondents’ companies are located. Pct% 
Northeast 21% 
Mid-Atlantic 19% 
Midwest 16% 
Southeast 13% 
Southwest 12% 
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Table 4 reports the organization’s headcount.  As shown, 67 percent of respondents work within 
companies with more than 1,000 employees.  More than 33 percent of respondents are located in 
larger-sized companies with more than 5,000 employees. 
 
Table 4: Headcount of respondents’ organization Pct% 
Less than 500 15% 
500 to 1,000 19% 
1,001 to 5,000 30% 
5,001 to 25,000 23% 
25,001 to 75,000 10% 
More than 75,000 3% 
Total 100% 

 
Table 5 reports the respondents’ primary function.  Respondents hold, on average, 12.3 years of 
overall work experience and 9 years in IT or IT security fields.  The total years in current position 
is 4.15 years on average.  
 
Table 5: Primary job functions of respondents in healthcare organizations Pct% 
IT operations 35% 
IT security 15% 
Programming 14% 
Quality assurance 10% 
HIPAA compliance 9% 
Testing 5% 
Security 5% 
Risk management 4% 
Other 3% 
Total 100% 

 
Table 6 reports the respondents’ position level.  As can be seen, a majority of respondents self-
report their positions at or above the supervisory level.   
 
Table 6: Respondents’ organizational level in healthcare organizations Pct% 
Senior executive 2% 
Vice president 0% 
Administrator 2% 
Director 16% 
Manager 19% 
Supervisor 19% 
Technician 14% 
Clinician 5% 
Associate or staff 21% 
Contractor 2% 
Other (please specify) 0% 
Total 100% 
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Part 5. Caveats 
 
There are inherent limitations to survey research that need to be carefully considered before 
drawing inferences from findings. The following items are specific limitations that are germane to 
most web-based surveys. 
 
 Non-response bias: The current findings are based on a sample of survey returns. We sent 

surveys to a representative sample of individuals, resulting in a large number of usable 
returned responses. Despite non-response tests, it is always possible that individuals who did 
not participate are substantially different in terms of underlying beliefs from those who 
completed the instrument. 

 
 Sampling-frame bias: The accuracy is based on contact information and the degree to which 

the list is representative of individuals who are IT or IT security practitioners. We also 
acknowledge that the results may be biased by external events such as media coverage. We 
also acknowledge bias caused by compensating subjects to complete this research within a 
holdout period. Finally, because we used an omnibus collection method, it is possible that 
other items contained in the Meta survey instrument bias responses. 

 
 0BSelf-reported results: The quality of survey research is based on the integrity of confidential 

responses received from subjects. While certain checks and balances can be incorporated 
into the survey process, there is always the possibility that a subject did not provide a truthful 
response. 
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Appendix: Survey Question Details 

Fieldwork concluded on August 24, 2010 
 
Sample response Pct% 
Total sampling frame 7997 
Bounce-back 903 
Total returns 602 
Rejected returns 89 
Final sample 513 
Response rate 6.4% 
Final sample after screening 462 
  
Q1. Does your organization use real data for the following purposes? Check all that 
apply: Pct% 
Software development 78% 
Testing of applications 65% 
Production support 43% 
Other 5% 
No, my organization does not use real data outside the production environment (Stop) 10% 
Total 201% 
Revised sample size 462 
  
Q2. What types of real data do you use for development and testing purposes?  Please 
check all that apply: Pct% 
Patient health records 50% 
Patient billing and insurance information 57% 
Clinical research information 36% 
Employee records 45% 
Consumer data 13% 
Credit, debit or other payment information 15% 
Vendor records 16% 
Shareholder information 19% 
Other confidential information 23% 
Unsure 15% 
Total 289% 
  
Q3. What precautions does your organization take to protect real data during the 
development and testing process?  Please check all that apply. Pct% 
We mask sensitive or confidential data elements 13% 
We tokenize all personally identifiable information contained in the record 6% 
We limit and takes steps to control access to data files and/or databases 46% 
We replace all personally identifiable information with generated data 9% 
We encrypt all records and files 23% 
We use data that is no longer considered current (i.e., older data files) 31% 
We do not protect real data used in software development and testing 51% 
Total 179% 
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Q4. In comparison to your organization’s safeguarding of sensitive or confidential data, 
which statement best describes your protection of real data used for development and 
testing? Pct% 
My organization uses the same safeguards when protecting sensitive or confidential 
data in both the production and development environment. 26% 
My organization uses more stringent safeguards when protecting sensitive or 
confidential data in both the production and development environment. 16% 
My organization uses less stringent safeguards when protecting sensitive or 
confidential data in both the production and development environment. 49% 
Cannot determine 9% 
Total 100% 
  
Q5. How confident are you that your organization will be able to detect the unintentional 
loss or theft of real data in the development and testing environment? Pct% 
Very confident 9% 
Confident 13% 
Undecided 40% 
Not confident 38% 
Total 100% 
  
Q6a. How often does your organization outsource the development and testing of 
software applications? Pct% 
Always 10% 
Frequently 24% 
Infrequently 39% 
Never (Go To Q7) 27% 
Total 100% 
  
Q6b. Does the outsourcing relationship include the sharing of real data? Pct% 
Yes 51% 
No, because of security concerns 40% 
No, other reasons 9% 
Total 100% 
  
Q7a.  Does your organization utilize public cloud computing infrastructure or platform 
services in the development and testing of software applications?  Pct% 
Yes 29% 
No 50% 
Don’t know 21% 
Total 100% 
  
Q7b.  If yes, how confident are you that data housed in the cloud environment is safe 
and secure? Pct% 
Very confident 9% 
Confident 10% 
Undecided 35% 
Not confident 46% 
Total 100% 
  
Q8. Who in your organization is most responsible for protecting real data in the 
development and testing environment?  Please check only one responsible party. Pct% 
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Operations/units within the organization 12% 
Software programming 8% 
Database administrators 6% 
IT operations 12% 
IT quality assurance 4% 
IT security department 17% 
Privacy office 0% 
HIPAA compliance office 11% 
Law department 2% 
No one party has responsibility 23% 
Other (please specify) 2% 
Do not know 5% 
Total 100% 
  
Q9a.  Has real data used in the development and testing environment ever been lost or 
stolen? Pct% 
Yes 38% 
No 50% 
Unsure 12% 
Total 100% 
  
Q9b. If yes, what were the main consequences of the data loss or theft experienced by 
your organization? Please check the top three choices. Pct% 
Patient or customer turnover 14% 
Revenue loss 15% 
Regulatory action 56% 
Lawsuits 15% 
Reputation loss 36% 
Disruption to operations 59% 
Other (please specify) 5% 
Total 200% 
  
Q10. With respect to meeting privacy and data protection requirements in the 
healthcare industry, how important is the protection of real data in the development and 
testing environment. Pct% 
Very important 35% 
Important 39% 
Somewhat important 20% 
Not important 4% 
Irrelevant 2% 
Total 100% 
  
Q11. In your opinion, do you believe your organization is successful at protecting 
patient privacy in the development and testing environment? Pct% 
Yes 35% 
No 28% 
Do not know 37% 
Total 100% 
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Your role & organization  
  
What organizational level best describes your current position? Pct% 
Senior executive 2% 
Vice president 0% 
Administrator 2% 
Director 16% 
Manager 19% 
Supervisor 19% 
Technician 14% 
Clinician 5% 
Associate or staff 21% 
Contractor 2% 
Other (please specify) 0% 
Total 100% 
  
Check the Primary Function where you reside within your organization. Pct% 
IT operations 35% 
Programming 14% 
Testing 5% 
Quality assurance 10% 
HIPAA compliance 9% 
IT security 15% 
Security 5% 
Risk management 4% 
Other (please specify) 3% 
Total 100% 
  
Experience in years Mean 
Total years of overall work experience 12.3 
Total years in IT or security fields 8.99 
Total years in current position 4.15 
  
Check the U.S. region where your company’s primary headquarters is located. Pct% 
Northeast 21% 
Mid-Atlantic 19% 
Midwest 16% 
Southeast 13% 
Southwest 12% 
Pacific 19% 
Total 100% 
  
What best describes your organization? Pct% 
Healthcare provider, private 29% 
Healthcare provider, public 18% 
Retail pharmacy 8% 
Insurance company 20% 
Public healthcare payer 8% 
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Other covered entity or hybrid 9% 
Clinical research company 5% 
Other (please specify) 2% 
Total 100% 
  
What is the worldwide headcount of your healthcare organization? Pct% 
Less than 500 15% 
500 to 1,000 19% 
1,001 to 5,000 30% 
5,001 to 25,000 23% 
25,001 to 75,000 10% 
More than 75,000 3% 
Total 100% 
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Please contact research@ponemon.org or call us at 800.877.3118 if you have any questions. 
 

 

Ponemon Institute 
Advancing Responsible Information Management 

 
Ponemon Institute is dedicated to independent research and education that advances responsible 
information and privacy management practices within business and government.  Our mission is to conduct 
high quality, empirical studies on critical issues affecting the management and security of sensitive 
information about people and organizations. 
 
As a member of the Council of American Survey Research Organizations (CASRO), we uphold strict 
data confidentiality, privacy and ethical research standards.  We do not collect any personally identifiable 
information from individuals (or company identifiable information in our business research). Furthermore, we 
have strict quality standards to ensure that subjects are not asked extraneous, irrelevant or improper 
questions. 
 

 
 
 

	  
 


